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Abstract

Digital surveillance is the collection, analysis, and storage of various forms of communication data to
understand the patterns of activities in the digital space and make predictions. This work is an
attempt to investigate the influence of digital surveillance on the use of digital communication
technologies in Nigeria. This is in response to the concerns raised by several social critiques and
privacy advocates and the opposing views expressed by the government, several security agencies, and
corporations on digital privacy and access to user data. This study was anchored on Thoerstein
Veblen's technology determinism theory. The descriptive survey research design approach was used
for data gathering through the administering of the questionnaire. Though the study was carried out
in Nigeria with an estimated total population of 198,583,014 persons, a sample of 600 respondents
was drawn using a multistage sampling technique - from the state capitals of six states distributed
through a quota system across the six geopolitical zones of the country. The study found that
awareness of digital surveillance brings about significant levels of change in the pattern of usage of
digital communication technologies. It is therefore recommended that digital surveillance should be
conducted only as a matter of necessity and in a manner that is proportionate to the immediate need
or circumstance.
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Introduction

The wide use and application of the internet have led to the development of
technologies that tend to make communication not only possible but also
easy and user-friendly. This has led to such conceptualizations as information
and communication technologies (Melody, 1986), digital communication,
digitalization, new media (Russell Neuman, 1991 in Croteau & Hoynes, 2003,
p-322), and social media (Leonsis, 1997 in Cross, 2013, p. 16). These concepts
convey a sense of modern technologies such as the internet, computers,
smartphones, and tablets as means of communication not just in the formal
sense, but also as social tools. This is such that the average person today
directly or indirectly employs modern digital technologies in at least one
facet of his/her life. According to Howarth (2023), globally, people average 6
hours and 58 minutes of screen time per day. This could be through the use
of cellular phones for calls, smartphones for surfing webpages, computers for
carrying out office and academic responsibilities, dedicated platforms for
electronic financial transactions such as automated teller machines and
health services, or even as a registered voter in a local community. We
communicate with colleagues and friends through social platforms like
Facebook and Skype, indicate what we like through Pinterest, Twitter, and
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Instagram, and also in our favourite pictures, we tag the location of where
we have been and our friends in them. More so, we link our phone numbers
to WhatsApp to enable us to chat and share information in groups and to our
email accounts for quick recovery of our forgotten passwords. In addition,
when people register for health insurance, a driver’s license, or as voters, they
produce a somewhat comprehensive digital profile of themselves. Thus,
creating a somewhat mirrored version of our lives online.

The applications of the internet and the inherent modern technologies have
become so multifarious. According to Petrosyan (2023), as of October 2023,
there were 5.3 billion internet users worldwide, which amounted to 65.7% of
the global population. The internet has become the Universal source of
information for millions of people, at home, at school, and work (Miniwatts
Marketing Group, 2017). However, people also use it for malicious purposes
such as hacking to penetrate vulnerable accounts and steal official documents
and people’s identities. In addition, the internet (is) now a playground for
paedophiles with vile fiends free to prowl for prey online (Dale, 2016). It is
often utilized to promote and support acts of terrorism (United Nations
Office on Drugs and Crime, 2012); and today, critiques fear the motivations
for collected data by government agencies.

There have been some accusations of underhanded mass collection, that is,
random collection of a large number of citizens” data without probable cause.
Under the Obama administration of the United States, the communication
records of millions of U.S. citizens were being collected indiscriminately and
in bulk - regardless of whether they were suspected of any wrongdoing
(Greenwald, 2013, p. para.3).

This issue is not unique to the United States of America as many other
countries are reported to embark on massive digital surveillance projects.
Figures published by journalist Oleg Solmanov indicate that almost 1 million
Russian citizens have been wiretapped so far (Tilton, 2016). According to the
Washington Post (2016) within China, government monitoring of private
communication is not only common, but it is also explicit, institutionalized,
and generally quite popular (para. 2). The Nigerian government is not left
out as the contract with Elbit, an Israeli surveillance firm reveals. The
Nigerian spy program, recently installed by Elbit Security, boasts of as much
intrusion capability as the U.S National Security Agency (Emmanuel, 2014,
para. 2). These go to explain that digital surveillance is practiced not only in
the developed world but also in developing countries like Nigeria.

The Nigerian government in 2011 passed into law the Freedom of Information
Act and a few years after that, entered into “a $40 million contract with Eibit
to help it spy on citizens” (Ogala, 2013). At present the government seeks to
pass into law the Digital Rights and Freedom Bill. The latter is a clear
indication of the government’s recognition of the rights to communicate and
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the value of digital communication as clearly stated through its information
communication technology policy (The Ministry Of Communication
Technology, 2012, p. 9). However, such contracts with Eibit, the product of
which can be put into the categories of GhostNet by China, PRISM and
Boundless Informant by the United States of America, and the United
Kingdom’s Smurf Suite and Mastering the Internet (MTI) programmes may
point to a certain need to maintain vigilance in the digital sphere. (GhostNet,
PRISM, Boundless Informant, Smurf Suite, and Mastering the Internet are
various digital surveillance programmes used by the respective governments
to collect communication data and monitor the activities of citizens. Most of
these technologies can carry out mass surveillance in real-time. That is, they
can listen to calls while still in progress, collect GPS data, monitor cell phone
activities, and activate certain device features remotely).

The government has consistently stated its good intentions as reasons for data
collection - to protect the citizens from terror attacks and understudy
possible causes of violence before they erupt through digital surveillance.

However, digital surveillance is one issue that most governments have never
been able to discuss openly to the satisfaction of critiques. This is often due to
the sensitivity of its operations, the psychological impact this could have on
users, and the chance that awareness may cause citizens to differ in their
pattern of usage of information communication technologies which may
have a negative impact on governance, the national economy and the society
in general. At the core of these issues are the questions if awareness of digital
surveillance would affect the use of communication devices and also if the
users place data privacy over national security as the critics suppose. This
therefore necessitated the study.

Due to huge government spending on intelligence gathering coupled with
the growing agitations by critiques and privacy advocates, we may likely
infer that these may have a direct impact on the ways people use
communication technologies in this digital age which will invariably have a
direct consequence for economic growth and the social life for many.

Studies such as that of Neuroscientist, Tali Sharot (2012) titled The Optimism
Bias have proven that the mere presence of warning signs does not
necessarily produce a direct effect on behaviours as she notes, “awareness
rarely shatters the illusion” (para. 25). This fact is evident in the behaviour of
smokers who daily disregard the health warnings on the packs of cigarette
and also the statistics on divorce in some countries does not have a direct
relationship with national marriage figures. This entails that users of digital
technologies may choose to ignore issues raised by the critiques and offer
their privacy as a trade-off for the gains of being connected. Nonetheless,
there are significant risks if the users choose to yield to the warnings of
privacy advocates. Hence, the objective of this study is to find out if
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awareness of digital surveillance will cause Nigerians to modify their use of
digital technologies.

Research Questions

1. What is the level of awareness of digital surveillance amongst users of
communication technologies

2. To what extent does users” awareness of digital surveillance bring about
any significant change in their pattern of usage of digital technologies

Literature Review
The Digital Landscape

The development of modern technologies from the advent of the telegraph to
the internet has brought about significant changes in the ways we do things
especially the ways we process, store, and transfer information. This is
expressed mostly in two folds - reduction in the material and processes and
then a near extinction of the barrier of distance (physical and psychological).
The Internet is at once a worldwide broadcasting facility, a mechanism for
information dissemination, and a medium for collaboration and interaction
between individuals and their counterparts without regard to geographic
location, (Barry, et al.,, 2013). From “its humble beginnings as a research-
oriented computer network, the Internet has become a worldwide
phenomenon” (Venkatesan & Neetha 2014, p. 778) bringing about significant
changes in the ways we communicate. We have consequently created a
network of connected networks which in a way mimics the cosmological
universe.

Nigeria has a relatively high internet penetration rate, driven primarily by a
rapid expansion of mobile platforms (Akoh, Jagun, Odufuwa, & Akanni,
2012, p. 6). Also, in Nigeria, the Internet plays very significant roles from
mobile banking to education as Nwezeh (2010), in a study of ICT in Nigerian
Universities noted that 78% of staff and 85% of students at Obafemi
Awolowo University use the Internet for their projects. In addition, they use
Blackboard, WebCT, and other course-management software for
administering online assignments, schedules, examinations, and grades
(Yang, 2004, p. 96). From social networking to how we work, digital media
are now integrated into much of what we do, improving our productivity
and facilitating how we interact and communicate (Cocorocchia, 2016).

Digital Surveillance - Processes and Tools

The discourse on communication security, privacy, and the threats that
various terror groups pose to the security of communication and human
freedoms has been on for a long time. The speech by President of the United
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States, John F. Kennedy titled The President and the Press: Address before the
American Newspaper Publishers Association on April 27, 1961, seemed like an
anecdote that should have prepared future leaders and industries for pre-
emptive measures to protect the society. He observed that,

Today no war has been declared--and however fierce the struggle
may be, it may never be declared in the traditional fashion. Our way
of life is under attack. Those who make themselves our enemies are
advancing around the globe. The survival of our friends is in danger.
And yet no war has been declared, no borders have been crossed by
marching troops, no missiles have been fired. It requires a change in
outlook, a change in tactics, a change in missions--by the government,
by the people, by every businessman or labor leader, and by every
newspaper. For we are opposed around the world by a monolithic
and ruthless conspiracy that relies primarily on covert means for
expanding its sphere of influence--on infiltration instead of invasion,
on subversion instead of elections, on intimidation instead of free
choice, on guerrillas by night instead of armies by day. It is a system
which has conscripted vast human and material resources into the
building of a tightly knit, highly efficient machine that combines
military, diplomatic, intelligence, economic, scientific and political
operations (Kennedy, 1961).

This statement foretold the potential of the growing communication
networks and the emergence of terror groups who would exploit the
potential of these modern technologies to advance their cause.

According to the United Nations Office on Drugs and Crime (2012), the use
of the Internet for terrorist purposes is a rapidly growing phenomenon,
requiring a proactive and coordinated response (p.v). Digital surveillance is
stated as a necessary proactive measure for counterterrorism and a means of
trend analysis to understudy the nature of human activities in cyberspace to
ensure fair usage and protect the citizens. It has proven to be very crucial in
averting various acts of terror. This has led various governments such as the
United Kingdom, United States, China, Russia, Germany, and Nigeria to
develop tools and strategies for combating terrorism and other crimes within
and outside cyberspace. Some countries have entered into multinational
cooperation agreements to ensure their security. An earlier agreement
between the United States and the British Empire on March 5, 1946, known
as the British-US Communication Intelligence Agreement is indicative of
earlier commitments to ensure national security across international borders.
Echelon was a product of this agreement. Echelon evolved out of Cold War
espionage arrangements set up by the US and UK in 1948 and later brought
in Australia, Canada, and New Zealand, in their capacity as Britain's
Commonwealth partners (Asser, 2000). He further noted that “the Echelon
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spy system, whose existence has only recently been acknowledged by US
officials, is capable of hovering up millions of phone calls, faxes and emails a
minute” (para. 3).

While it is important to note that some of these tools have grown beyond the
intended scale, this is sometimes necessitated by changing trends and the
need to evolve side by side with evolving technologies. Some of the most
globally prominent tools are Prism and Smurf Suite.

Digital Surveillance in Nigeria

A prominent issue around 2016 in Nigeria was the case that trailed the
governor of Rivers State, his Excellency Nyesom Wike who was allegedly
threatening INEC officials in an audio leak. In some societies, one might
expect a little reaction to the retrieval process and access to such audio,
which was asserted to be pulled from a remote server and this could raise
some hairs. This is especially so when “a senior police officer said the panel
will look into Wike’s incoming and outgoing telephone calls, as well as SMS
exchanges. ‘Obtaining the CDR (Call Detail Record) shouldn’t pose any
difficulty to the investigators because the telecom firms have it on their
exchange™ (Ifreke, 2016, p. 3). From the audio recording, the alleged Wike's
voice is heard even threatening to kill one of the INEC officials (Vanguard,
2016, p. 2).

It is important to note that earlier, “the Nigerian Senate brushed aside public
discontent with a secret federal internet and phone spy program, and gave
an early approval to a legislation seeking to empower authorities to intercept
electronic communications between, and from Nigerians” (Ekott, 2013). This
was a Bill for An Act to Provide for the Interception, Development and
Protection of Communications Networks, and Facilities for Public Interest and
Other Related Matters, 2013.

Before the passage of the Cybercrime Act of 2014, on August 31, 2010, the
then Acting President Goodluck Jonathan awarded “an approximately
Nébillion contract to an Israeli-owned but Abuja-based security firm, V & V
Nigeria Limited, for the Procurement of strategic GSM Tracking System for
the Nigeria Police Force and expansion/upgrade of the existing system with
the DSS” (Mojeed, 2015). Then on October 21, 2010 another N2.61 billion
contract was awarded by the same Ministry of Police Affairs “for the
procurement of Strategic GSM Tracking and Interception Systems for the
Department of State Services, under the Nigeria Police Reform” this was
through contract to Gamma TSE Limited, a British security firm” (Mojeed
para.6, 2015).

While it can be said that the Cybercrime Act thereby provided a legal
framework for digital surveillance, the contracts provided the needed
infrastructure to carry out the needed activities. There has been evidence of



Nsukka Journal of the Humanities, 2023
https://doi.org/10.62250/nsuk.2023.31.1.16-39

other foreign surveillance companies and technologies operational within
Nigeria. Participants in a technology forum in Lagos, in May 2013, were told
that the State Security Service and all Nigerian GSM service providers -
MTN Nigeria, Globacom, Airtel Nigeria, and Etisalat Nigeria—were already
intercepting all forms of electronic communication using the Digivox
(Emmanueul, 2014). Digivox is a company in the Netherlands that
specializes in “the development of various advanced security-related
applications, primarily used by law enforcement/intelligence agencies and
telecom service providers” (Digivox, 2017). In the description of one of its
products —Magna —the company explained that:

The MAGNA lawful interception system is a turnkey solution for
nationwide interception of circuit-switched networks e.g. GSM, fixed
telephony and packet-switched networks e.g. internet, email, 3G/4G,
supporting thousands of concurrent targets, when required. The
system is built up out of XYLON interception & mediation
equipment to be installed at telecom service provides core network
and MAGNA observation centre equipment to be installed at the
governmental agencies” (Digivox, n.d.).

These documents and reports go to show that there are some possibilities of
government and some agencies gaining access to users’ communication
devices and this has been illustrated by such depictions as a means of mass
sensitization. Thus, one wonders if such information could cause people to
differ in their pattern of digital technologies for communication usage
especially in Nigeria. The question is, how will they balance their need for
communication and its attendant benefits against their need for individual
security and privacy? Will the need for privacy count more than the benefits
of usage?

Dominant Issues Relating to Digital Surveillance

Numerous studies have tried to evaluate issues relating to surveillance and
digital privacy. While some like Kaspersen (2015) attempt to ask bold
questions such as “Can you have both security and privacy in the Internet age?”
others focus on privacy and security in the Internet age (Gorodyansky, 2015),
Online Privacy and Security is a Shared Responsibility: Government, Industry and
You (Magid, 2013). These researchers hold that while the right to privacy is
very important, the need for security of the system of governance and
protection of our society is also equally crucial. They maintain that,

With threats to national and international security on the rise, all agree that
security services have to be able to operate in order to address them.
However, as the haystack of data necessary to do so has become an object of
interest, along with the algorithms that find the needles in it, it has become
clear that the traditional mechanisms used to control surveillance are
inadequate. The conundrum is how to ensure protection while retaining the
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critical underpinnings of our democratic systems - free speech, freedom of
assembly and association, and, critically, the right to privacy. It is clear that
with the acceleration of technologies, there are no easy lines to
draw. Moreover, in the internet age, almost all boundaries are being erased
or redefined (Kaspersen, 2015).

This therefore entails that the citizens must be able to exercise some level of
trust on those who rely on the use of communication data as a crucial factor
in their duty to ensure national security. The security agencies on their part
should be able to demonstrate a sense of responsibility in handling
information collected for national security.

Government can play a role by helping to educate the public, by protecting
its own infrastructure and by assuring that companies disclose any potential
privacy or security threats and adhere to their stated policies. It can also set
a good example by applying good privacy practices and due process before
trying to access citizen's personal information. While it is true that over-
regulation or dumb laws can stifle innovation and sometimes cause
unintended consequences, it is also true that ignoring the problem or
assuming that the marketplace can solve all problems is equally irresponsible
(Magid, 2013).

On issues of trust and concern about the use of digital communication
technologies, in a study titled Assessing the Public Perception of Security and
Privacy, Rhor & Patruni (2018), noted that “respondents’ attitudes
significantly affect their preferences concerning privacy, security, and
surveillance. Moreover, these attitudes are influenced by age, gender, and
income, as well as context-specific factors, such as travel frequency; time
spent on the Internet, and current health condition” (para. 8). Other factors
that may also be considered are the type of devices used and applications as
ComScore (2017), Mobile Apps Report notes that “the smartphone dominates
for 18-24-year-olds, who spend an amazing 2/3rd of their digital media time
on smartphone apps alone. Mobile apps have a higher concentration of time
spent in the top 10 and a significantly smaller long-tail than desktop and
mobile web” (p.6). Issues relating to mobile applications and privacy have
been of significant concern.

Sensitive information about the location and staffing of military bases and
spy outposts around the world has been revealed by a fitness tracking
company. The details were released by Stravain a data visualization map
that shows all the activity tracked by users of its app, which allows people to
record their exercise. The map, released in November 2017, shows every
single activity ever uploaded to Strava—more than 3 trillion individual GPS
data points (Hern, 2018).
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The release of the data was an attempt to highlight some of the benefits of the
application in terms of its wide use and social aspect through the creation of
networks. As Rusell (2018), noted “It can help find new trails to run, find
routes in new places, or even identify other runners to exercise with or
compete against. With over one billion activities logged in the heat map, it
provides an interesting look at how many people in the world exercise”. This
data however compromised military positions and facilities as Rawnsley
(2018), wrote “some heavy jogging activity on the beach around what looks
like the reported CIA annex at Mogadishu airport” see images below. This can

impact people’s views of such applications.
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Figure 1: Mogadishu, Banaadir, Somalia

A global study conducted by Accenture (2016) found that “more than two-
thirds of the consumers surveyed are aware of recent security breaches such
as hacker attacks resulting in stolen data or malfunction... Overall, nearly
half (47 percent) of consumers cited ‘privacy risk/ security concerns’ as a
barrier to adoption with Indonesia (60 percent), South Africa, and China
(both 58 percent) reporting the greatest concerns” (p.7). Findings however
vary from country to country about the real concerns for digital privacy and
national security. A study by Broadband Genie (2016), revealed that 63% of
Brits now support the use of mass internet surveillance” (para. 1). According
to the study, only 11% hold that “I no longer believe they will help protect
our country”. While some opine that the government programmes may not
be trusted as the top-secret documents leaked by former NSA contractor
Edward Snowden significantly damaged the US intelligence community’s
public image and that of the bodies charged with its oversight (Kaspersen,
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2015), on the other hand, “67% lack confidence in ISPs” (Broadband Genie,
2016). These thus leave room for a lingering debate on the concerns of
national security and digital privacy.

Theoretical Framework

We can say with utmost certainty that we live in a physical world that is
almost paralleled by a digital version of itself. This is so because the
evolution of digital technologies has been mostly based on the belief that our
goals and needs can be met simply by employing technologies which
Thoerstein Bunde Veblen attempts to explain theoretically. His views are
expressed in this thought that “the standard of expenditure which commonly
guides our efforts is not the average, ordinary expenditure achieved; it is an
ideal of consumption which lies just beyond our reach, or to reach which
requires some strain” (Veblen, 1994, p.103). To put it simply, he asserts that
technology is not for the value of being technologies in themselves but for
what they can do with just little or no stress. Such views hold that when
tasks are transferred from the physical to the digital sphere, they become
much easier to process. An example is the processing of large numbers. Thus,
leading to the emulation of life in the digital space. There have been several
criticisms of this theory. Some believe that the theory is asking an important
question but providing an oversimplified answer (Mackenzie & Wajcman,
1999, p. 6). However, this theory holds its weight as Adler (2006) puts it.

Technological determinism has been asserted at several levels of
analysis. At the broadest level, it has informed many analyses of
changes in socio-economic configurations: the transition from
feudalism to capitalism, changing occupational and skill structure of
the labour force in the 20th century, the emergence of post-
industrialism in the post-World War 1II era, the subsequent emergence
of the “information society,” “post-Fordism,” and globalization to us
(Adler, 2006, p. 2).

Thus, stressing the belief that technology is a precursor to social change. A
change that often pervades the scale of an individual to the mass society. In
an era like ours where technology drives the majority of our activities, users
conform to Thorstein Veblen's technology deterministic human. He asserts that
people in modern societies due to the proliferation of technological
infrastructure tend to believe that they can make their hopes and
expectations in life come through simply by utilizing technology.

People select a particular media (content) in anticipation that it will satisfy
their needs. The needs could be “passing time, companionship, excitement,
obtaining information, learning about specific content (Rubin, 1981);
diversion, personal relationship, surveillance, personal identity (McQuail et
al, 1972); connection with others, separation from others (Katz et al, 1973).
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Wilbur Schramm in West and Turner (2010, p.394), sought to make clear that
users judge the level of reward (gratification) they expect from a given
medium or message. (Schramm 1954, p.19). The trade-off here is benefits in
contrast to expense. That is, are users willing to use technologies because of
the implied benefits when aware of digital surveillance regardless of the risk
of exposure of private information and the possible loss of access and
control?

Methodology

This study adopted a survey research design. The general population of this
study comprises all residents of Nigeria who use at least one form of digital
information communication technology. The total population of the country
according to Worldometer (2023) was 226,253,82. For the sample size, using
the Creative System Research calculator with a confidence level of 95% and a
confidence interval of 4 to calculate the sample size given the population of
the country at the time of the study, a sample size of 600 was adopted.

The study adopted a multistage sampling procedure such that at the first
stage, through stratified sampling, the population was divided according to
the six geopolitical zones, each zone with a proportional fraction of the entire
population. In the second stage, simple random sampling was used to select
one state from each of the regions to represent the regions. This was done by
randomly selecting one state from five zones and Abuja from North Central
through the use of balloting. Then, purposive sampling was adopted to select
the capital for each of the states. From here, purposive sampling was
adopted in the distribution of the research instrument amongst the target
population, specifically those who own or use digital information
communication facilities. The research instrument was administered in each
of the capitals proportionately based on Bowley’s proportional sampling
technique. See the table below.

Table 1: Distribution of the sample size across the selected states from each geopolitical zone

Region Percentage of Tot. Pop. | Selected State Fraction of Sample Size
South East 11.7% Anambra 70

South South 15.0% Delta 90

South West 19.7% Lagos 118

North East 13.5% Bauchi 81

North West 25.6% Kaduna 154

North Central 14.5% Abuja 87

Total 100% 600




Nsukka Journal of the Humanities, 2023
https://doi.org/10.62250/nsuk.2023.31.1.16-39 27

A questionnaire with open and closed-ended questions will be used as the
instrument for data collection in this study. The questionnaire was structured
to gather both demographic and psychographic data.

Results

From the data gathered and analysed as presented below, figure 1 shows the
level of ownership of digital technologies among the respondents. From the
chart, it is seen that mobile phones are the most widely owned device
(52.7%). It doubles the rate (20.7%) of ownership of a laptop, the next most
widely owned device. Smartwatches are the least owned (4.2%). However, the
respondents noted that they own 0.3 percent of other forms of
communication devices not listed in the categories. The chart below shows
more details of the data for better comparison.

600
Mobile phone, 549

500
400
300
Laptop, 216
200
TV decoder, 146
Desktop computer,
100 84
Smart watch, 44
Other type of
- device, 3
0
Mobile phone Desktop computer Laptop TV decoder Smart watch Other type of

device

Figure 2: Distribution of communication technologies among the respondents

Awareness/Source of Awareness Frequenc Percentage
Heard over the radio 147 24.5

Heard from family/friends 104 17.3

Seen on the internet 219 36.5

Read in newspaper/magazine 60 10.0

Had no idea 58 9.7

Other sources 12 2.0
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Total

600 100.0

Table 2: Users' awareness of digital surveillance and sources of awareness

In assessing their level of awareness of digital surveillance, their responses
presented in Table 2 show that the majority of the users are aware of the
concept of digital surveillance and they got their information from various
sources like the radio (24.5%), the internet (36.5%), newspapers and
magazines (10%), family and friends (17.3%) and other sources (2%) while
only 9.7% had no idea of it. This implies that a very large proportion (90.3%)
of users, that is, a cumulative of all who got their information from various
sources are aware of digital surveillance. The knowledge of a situation may
not be sufficient but the feeling such knowledge evokes is what one may
consider to cause some form of behaviour modification or reinforce existing
behaviour. Hence, they were asked how knowledge of the possibility of
digital surveillance makes the users feel. The responses gathered are
presented in Table 3 below.

Frequency Percent
Uncomfortable 276 46.0
Comfortable 192 32.0
Indifferent 103 17.2
Other opinions 29 4.8
Total 600 100.0

Table 3: Responses showing how people feel about digital surveillance

From the table above it is seen that many persons (46%) are uncomfortable
with the idea of digital surveillance while some (17.2%) are indifferent. A few
(32%) are comfortable with the idea while a little more (4.8%) hold other
opinions. Going forward to see how these feelings may differ across the
various states, figure 4 below shows that the majority (61%) of the residents
in Lagos State are uncomfortable with the idea of digital surveillance. This is
in line with most (57%) of the residents in Delta State but a sharp contrast
from those in Bauchi and Kaduna States which show a low 20 and 39 percent
rate of discomfort respectively. These two states, however, show very high
levels of comfort with digital surveillance which is 71 and 44 percent
respectively.

28
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Figure 3: Responses showing how people feel about digital surveillance across the states

To find out if the level of awareness and feelings expressed come with an
opinion of the practicability and operation of digital surveillance both of
which may form the foundation for persistent behaviour modification, the
study went further to enquire about the users” perception of the practicability
and operation of digital surveillance. This is to eliminate the tendency of
proportionality bias that mere awareness induces an equal amount of change
in behaviour. The data is presented below.

Table 4: Users' perception of the practicability and operation of digital surveillance

Frequency Percent
Possible but not being done 236 39.3
Not possible for now 151 25.2
Possible and it is being done 213 35.5
Total 600 100.0

For most of the respondents, digital surveillance is possible. However, their
views differ significantly on its operation as 39.3 percent opine that it is
possible but not being done and 35.5% hold that it is possible and it is being
done. About a quarter (25.2%) of the population suggests that it is not
possible for now. To find out the ratio of those who hold that it is possible
and their feelings to understand specifically who among the population are
comfortable based on their views of the practicability and operation of digital
surveillance, a cross-analysis is presented below.
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Table 5: Cross-tabulation of users’ perception of the practicability and operation of digital
surveillance and their levels of comfort

Opinions Uncomfortable Comfortable Indifferent Other
opinions

Possible but not being 99 91 34 12
done

Not possible for now 76 37 34 4
Possible and it is being 101 64 35 13

done

Total 276 192 103 29

This table shows that those who hold the opinion of the general possibility of
digital surveillance (that is 99 and 101 of the respondents combined) have a
higher tendency to feel uncomfortable. However, it does not directly imply
that those who hold that it is not possible for now are more comfortable.
However, one can draw a tendency that a belief in its practicability and its
being operational might have a significant relationship with the level of
discomfort and comfort as expressed by 101 and 64 of the respondents
respectively.

Therefore, we can assert that there is a high level of awareness of digital
surveillance as only 9.7% had no previous idea. This awareness came mostly
through the internet. Others became aware through family and friends and
the radio. This awareness has brought about a significant level of discomfort,
especially for residents in the South-West and South-South. The North-East and
North-West, however, showed significant level of comfort. It was further
noted from the data that those who hold a view of the possibility of digital
surveillance have a higher tendency to feel discomforted by it. This,
however, does not suggest a direct or inverse relationship. Further study is
therefore recommended to investigate precisely such a relationship.

To find out if this awareness brings about any significant level of change in
use as implied by research question two Does users” awareness bring about any
significant change in the pattern of usage of digital technologies? the following
data were gathered through the research instrument.

Here the study tries to find out if the users of digital communication
technologies can trust the government, service providers, or other third
parties with their personal data using digital platforms. This may have a
significant impact on the decisions they make. The data from this question
are presented in the table below.

Table 6: Who can the users trust with their private digital data?

Who users can trust with their digital user data
The Service provider A third party All of the above ~ None at all
government
111(18%) 149(24%) 42(7%) 64(10%) 250(41%)
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From Table 7 above, the highest portion (41%) of users opine that they are
unwilling to entrust their data to the government, service providers, or third
parties. About 24 percent can trust their service providers with handling their
data and 18 percent are willing to hand their data to the government or its
agencies. This establishes that if the majority of the users are aware and will
trust no one else in the communication process with their communication
data, one might assume they may make certain decisions. Thus, to find out
what digital communication choices users might make, the following data
was provided and presented below.

Table 7: What users will change in their usage of digital communication

Communication activities Frequency Percentage
Chatting/mailing 237 39.5
Calling family/friends 95 15.8
Browsing 99 16.5
Business transaction 108 18
Streaming media online 61 10.2
Using NHIS 6 1
Using decoder 24 4
Using all of my devices 38 6.3
Nothing at all 121 20.2
Others 22 3.7
Total 600 100

From the table above, an overwhelming majority of the population (78.8%)
opine that if they are certain that their digital communication is being
remotely monitored, they will certainly make some changes in the ways that
they communicate. This is represented by 39.5 percent who will stop chatting
and mailing, 15.8 percent will stop making phone calls, another 16.5 percent
will stop browsing the internet, 18 percent will stop using digital
technologies for business transactions, 10.2 percent will stop streaming
media online, 1 percent will stop using NHIS, 4 percent will no longer use
their decoder and 6.3 percent will stop using all of their digital technologies.
Thus, giving a cumulative 79.8 percent who will stop using digital
communication technologies in one form or another. Only 20.2 percent will
remain consistent in their use of the technologies. Thus, the majority are
unwilling to trade their privacy for some sort of ease or satisfaction derivable
from the use of communication technologies.

From the details presented in the tables above in response to Research
Question Two, we can see that most users would rather no one have access to
their communication data, and if they become aware of some sort of access or
remote monitoring majority of them will make significant changes. The
uncertainty that this data seems to clarify then raises another question that
relates to issues of the need for a government agency or third-party access to
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data for national security, an angle often adduced as a reason for digital
surveillance. Hence, the need for further study to investigate if they would
rather retain their privacy, or sacrifice privacy for the sake of national
security.

Discussion of Findings

Apart from 9.7 percent of the population, every other member of the
population is aware of digital surveillance in one way or another. That is,
about nine in every 10 persons are aware of digital surveillance. This is
similar to the findings of Rainie & Madden (2015), who studied people in
America and noted that, overall, 31% have heard a lot about government
surveillance of telephone calls, emails, and other online communications as
part of efforts to monitor terrorist activity, and another 56% have heard a
little (para. 1). Most (36.5%) of these persons got their awareness through the
internet and a few (17.3%) got informed by family and friends.

While only about 32 percent are comfortable with the idea of digital
surveillance, 46 percent are uncomfortable and 17 percent are indifferent.
Most of the residents in Bauchi and Kaduna States are comfortable with it.
The feeling of discomfort expressed in Lagos and Delta States is in sharp
contrast to that expressed in Bauchi and Kaduna States as most of them
expressed a high level of comfort with digital surveillance.

The majority of the population think that digital surveillance is possible but
only one in three persons thinks it is being done. A few are of the view that it
is not possible for now. The study further reveals that regardless of their
comfort or discomfort with the idea of digital surveillance, a good proportion
of the population, that is about four in ten persons will not trust the
government, service providers, or third parties with their communication.
Twenty-four percent however agree that they can trust their service provider
while 18 percent will trust the government. This is similar to the findings of a
UK study, which reveals, “Many of the residents do not trust providers to
safely store sensitive data. In light of the TalkTalk hack and other incidents,
it's not surprising. This information would be extremely valuable to
criminals and it's hard to see how they'll be able to keep it safe. This is one of
the many issues that critics have raised as a concern” (Broadband Genie,
2016). The study further reveals that 67% of the respondents will not trust the
UK service providers with their web history.

Based on their level of awareness and discomfort with the idea of digital
surveillance, most of the respondents are of the opinion that if they are
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certain that they are being remotely monitored they will change their pattern
of use of digital communication technologies in one way or another. This
new awareness has prompted people even those with nothing to hide and
who support broad surveillance for national security reasons to try to regain
some control over their online privacy (Oppenheim, 2013).

According to Accenture (2016), security has moved from being a nagging
problem to a top barrier as consumers are now choosing to abandon devices
and services over security concerns. More than two-thirds of the consumers
surveyed are aware of the recent security breaches such as hacker attacks
resulting in stolen data or malfunction. Out of the consumers aware of
hacker attacks and owning or planning to own devices in the next five years,
18 percent decided to terminate the use of the devices and related services
until they get safety guarantees (p.7). The report went further to state that
“Overall, nearly half of the consumers cited privacy risk/ security concerns
as a barrier to adoption with Indonesia (60 percent), South Africa, and China
(both 58 percent) reporting the greatest concerns” (p.7).

Conclusion

Digital surveillance might be a necessary step towards safeguarding the
country as most persons agreed. However, knowledge of mass surveillance
may cause some significant levels of change among users of communication
technologies and this will yield a negative return for governance and society
in general. Digital surveillance should be carried out on a need-to-know basis
with some level of clarification on the type of data collected and assurance of
its safety and use only for the purposes stated. This way, users may come to
develop confidence in the actors and the process thereby maintaining the use
of the technologies to meet their various needs.

Recommendations
Based on the findings of this study, the following recommendations are
therefore put forward:

e C(itizens should be enlightened on the crucial need for digital
surveillance.

e Digital surveillance should be conducted only as a matter of necessity
and in a manner that is proportionate to the immediate need or
circumstance.

e Government agencies, service providers, and other third parties should
be transparent on the type of data they intend to collect, and the scale and
duration of time they intend to collect such data. This will ensure some
level of trust from the users.

e Those who collect data should also ensure the highest level of security for
the data they are collecting as data breaches have been seen in recent
times as one of the major factors that lead to a lack of confidence in the
surveillance process
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