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Abstract
Religious radicalism and ideological polarisation are increasingly prominent in digitally connected higher education environments. Universities face the challenge of protecting students from online extremist exposure while maintaining openness, diversity, and academic freedom. Conventional deradicalisation approaches remain limited, as they rely on offline methods and fail to address algorithmic dissemination, behavioural patterns, and cognitive vulnerability. This study explores whether an integrated technological and cognitive framework can provide a more effective response. It develops a multidimensional prototype combining Artificial Intelligence for discourse detection, IoT-based behavioural monitoring, blockchain for transparent logging, and cognitive microlearning intervention. Using a Research and Development design across universities in West Java, findings show that 15% of students encountered extremist content and 20% received recruitment invitations. The AI model achieved 89% accuracy, with false positives reduced from 22% to 9%, and pilot results showing precision 0.94 and recall 0.89. Tolerance increased by 28%, while risky interactions declined by 40%. Integrated hybrid systems offer an effective, scalable, and ethically grounded approach for higher education policy and curriculum development.
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1. Introduction
Religious radicalism and ideological polarisation have become increasingly urgent concerns in the digital age, particularly within higher education institutions where students spend substantial portions of their intellectual and social lives in networked environments. The rapid expansion of social media, video-sharing platforms, encrypted messaging applications, and recommendation-driven information systems has transformed the ecology of radicalisation from predominantly physical recruitment spaces into hybrid and digitally mediated pathways of exposure, persuasion, and reinforcement. In this context, universities no longer function merely as sites of academic instruction; they also serve as contested communicative spaces in which students encounter competing moral, political, and religious narratives at high speed and with limited epistemic filtering. This development is particularly important because digital architectures do not merely host extremist discourse; they may also amplify it by privileging emotionally charged, identity-confirming, and engagement-maximising content, thereby intensifying ideological sorting and narrowing opportunities for pluralistic deliberation (Pearson, 2015; Posada Diago et al., 2026; Usama et al., 2026).
The urgency of the issue is reinforced by empirical evidence showing that extremist content has become deeply embedded in online communication ecologies. One report noted that more than 180,000 instances of online radical content were recorded between 2025 and 2026, with 78% disseminated through social media targeting youth audiences (“180,000 Terrorist Content Blocked Throughout 2024”, 2020). At the same time, studies of online extremism increasingly describe radicalisation as a gradual and persuasive process rather than a sudden conversion, often involving self-radicalisation through repeated exposure to ideological material without direct organisational membership. Such a shift is especially consequential in higher education because students are located at a transitional stage of identity formation, moral exploration, and social belonging, making them particularly susceptible to narratives that offer certainty, significance, and community in times of uncertainty or fragmentation. As ideological polarisation deepens, the risk is not only the spread of extremist beliefs but also the erosion of tolerance, intergroup dialogue, and social cohesion within academic communities that are supposed to nurture critical reasoning and democratic engagement (Albadi et al., 2022; Pauwels & Hardyns, 2018; Pearson, 2015; van Dam et al., 2017).
Against this background, universities face a dual responsibility: they must preserve academic openness while simultaneously protecting students from the harms of digitally mediated radicalisation. Yet this task is difficult because most existing responses have not kept pace with the technological and cognitive transformations of extremist mobilisation. Traditional deradicalisation strategies in Indonesia and elsewhere remain heavily reliant on offline seminars, law-enforcement measures, and religious counselling, all of which may retain institutional value but often lack scalability, adaptability, and relevance for digital-native student populations. These approaches frequently intervene after attitudes have hardened or networks have formed, rather than addressing the earlier stages of algorithmic exposure, identity reinforcement, and behavioural risk that develop in online settings (Muhammad & Hiariej, 2021; (Atari et al., 2021; Badal et al., 2021; DeSouza et al., 2021; Singh et al., 2020) et al., 2024). In other words, conventional interventions are often reactive when the present challenge is anticipatory, dynamic, and data-rich .
The problem is compounded by the fact that digital radicalisation is not reducible to content alone. Existing filtering and moderation systems, including many AI-based models, are often designed to detect surface-level signals such as keywords, hate speech markers, or overt propaganda, yet they remain limited in identifying culturally embedded meanings, contextual ambiguity, and deeper cognitive mechanisms that support radical interpretation. In educational settings, this limitation is particularly serious because students may not only consume extremist content but also engage with it through curiosity, peer interaction, humour, identity experimentation, or moral grievance, all of which complicate binary distinctions between safe and unsafe communication. Moreover, when detection systems operate without adequate ethical safeguards, they risk generating false positives, reinforcing mistrust, and producing surveillance concerns that may undermine the legitimacy of preventive efforts in academic life (Cunha Reis, 2025; Deepak et al., 2024; Goffart et al., 2026). The research problem, therefore, is not simply how to block radical content, but how to design an effective, ethical, and educationally appropriate framework capable of detecting risk, interpreting behaviour, and supporting cognitive resilience in real time.
A growing body of research has begun to explore technological responses to extremism, and these studies offer important foundations for the present investigation. Artificial Intelligence, particularly Natural Language Processing, has shown considerable promise in detecting hate speech, extremist discourse, and propagandistic language across digital platforms (Meena et al., 2025). Meanwhile, broader technological developments suggest that the Internet of Things can support behavioural monitoring through interaction traces and digital footprints, while blockchain can strengthen transparency, auditability, and data integrity in sensitive intervention systems (Akmaliah, 2020; Alanazi et al., 2022; Aleem et al., 2024; Y. T. Chen et al., 2025). At the conceptual level, scholars have argued that predictive and algorithmic approaches can contribute to the modelling and mitigation of extremism within digital environments, especially when combined with adaptive and real-time infrastructures. Nonetheless, these studies often remain technically siloed, emphasising detection efficiency without sufficiently addressing the psychosocial processes through which students interpret, internalise, resist, or normalise extremist narratives.
Parallel strands of scholarship in cognitive science and media-based learning provide a second important foundation. Research on narrative reframing, empathy-building, and dialogic learning suggests that ideological rigidity can be reduced when learners are exposed to structured reflective experiences that challenge black-and-white thinking and encourage perspective-taking. Cognitive-behavioural approaches have likewise been shown to enhance psychological resilience, emotional flexibility, and adaptive self-regulation, making them potentially valuable in educational interventions targeting vulnerability to radical content . Alazani further argues that technological systems become more socially effective when embedded within broader frameworks of cognitive and social resilience, rather than being treated as purely instrumental tools. Taken together, these studies suggest that prevention requires more than automated recognition; it requires a layered model in which technological systems support, rather than replace, cognitive restructuring and ethical educational engagement (Alanazi et al., 2022; Aleem et al., 2024; Ali et al., 2021; Withers et al., 2025). 
Despite these advances, a major gap remains in the literature. Prior studies have typically examined either the technical promise of AI-enabled monitoring or the psychological dimensions of deradicalisation, but rarely their systematic integration within a single, context-sensitive framework for higher education. This gap is particularly pronounced in Southeast Asian contexts, where the sociopolitical, religious, and institutional dynamics of campuses differ substantially from those in Western settings that dominate much of the published literature. The problem is not merely geographical underrepresentation; it is also conceptual fragmentation. Universities are increasingly vulnerable to extremist narrative infiltration because of their openness, diversity of thought, and high digital engagement, yet the field still lacks a holistic model that connects algorithmic detection, behavioural monitoring, transparent governance, and cognitive intervention in ways that are ethically defensible and educationally meaningful. Empirical evidence from West Java has already shown that approximately 15% of university students accessed radical content online and 20% received direct invitations to join radical networks, underscoring the need for a more integrated response (Akmaliah, 2020; Aleem et al., 2024; Arowosegbe & Oyelade, 2023; Arts et al., 2020).
This study addresses that gap by proposing and evaluating a multidisciplinary framework that integrates Artificial Intelligence, the Internet of Things, blockchain, and cognitive science to mitigate religious radicalism and ideological polarisation in higher education. The study is guided by the assumption that combining technological detection with cognitive-behavioural intervention can produce a more effective and ethical counter-radicalisation system than conventional approaches. Its novelty lies in bringing together four elements that are rarely operationalised in a single educational model: AI-driven identification of radical discourse, IoT-informed behavioural monitoring, blockchain-based transparency and data integrity, and cognitive microlearning designed to foster tolerance, empathy, and reflective judgement. In doing so, the study aims not only to improve technical detection but also to strengthen psychosocial resilience among students and provide a scalable framework for curriculum design and higher education policy. The scope of the article is therefore focused on the design, validation, and educational implications of an integrated predictive-intervention model, rather than on punitive enforcement or purely securitised responses. By situating digital counter-radicalisation within an interdisciplinary educational framework, this article contributes to ongoing debates about how universities can protect openness without surrendering ethical responsibility in the face of increasingly complex digital threats (J. S. Chen & Baxter, 2022; Y. T. Chen et al., 2025; Claborn et al., 2022; Shaw, 2023).
2. Literature Review
Increasingly, students in higher education view religious radicalism and ideological polarisation as something that is not distanced from them, as it influences them in their everyday, and digital, environments. Ideological material, for example, is able to reach students through socially- and politically-engaged digital environments like algorithmically curated feeds, encrypted messaging, and other peer-to-peer sharing. Engaging content that is emotionally charged and affirming of a target audience’s identity often strengthens their beliefs but also makes them less likely to see and consider evidence that conflicts with or contradicts their views. Therefore, radicalisation is most accurately understood as being part of the digital ecosystems that students interact with daily, rather than physical sites of indoctrination or face-to-face interactions to radicalise students (Ive et al., 2025; Jarallah et al., 2025; Wibisono et al., 2024)
The shift is even more noteworthy due to the organizational nature of universities. While campuses promote the ideals of openness, the free exchange of ideas, and intellectual experimentation, all of these traits may make these spaces susceptible to extremist ideas looking for legitimacy, audiences, and social embedding. As students engage with communities, socially and/or digitally, the line between academic life and digital life becomes more ambiguous. Exposure to ideologically driven content is often persistent due to peer influence and, more importantly, network clustering and the echo-chamber effect that fuel division along identity lines. If left unaddressed, the impact of such processes is more than the individual belief system; it is the decline of tolerance and the erosion of intergroup communication and the social cohesion within the university. Higher education, then, is not just the setting for digital radicalization; it is also one of the main spaces where the civic and pedagogical implications of digital radicalization are most pronounced (Arifianto, 2019; Atari et al., 2021; Wibisono et al., 2024)
The drawbacks of traditional counter-radicalisation strategies become increasingly evident when examined within this context. Most existing counter-radicalisation strategies still rely on workshops, enforcement of the law, and religious guidance. While such strategies may qualify as institutional responses, they do not fit the contexts within which current radicalisation occurs. These strategies largely underestimate the digitally mediated environments of radicalisation and instead consider radicalisation to be an observable, linear, and externally organised process. In contrast, digitally mediated radicalisation is often subtle, distributed, and triggered through engagement in the digital environments of radicalisation. While radicalisation is primarily believed to consist of adopting extremist beliefs, radicalisation is only regarded as requiring the correction of someone's beliefs, ignoring the influence of the design of digital environments, cognitive vulnerabilities, and the social incentives of the online community. Consequently, most existing radicalisation responses are contextually poorly integrated and lack an anticipatory quality (Muhammad & Hiariej, 2021; Syllaidopoulos et al., 2025).
Because conventional methods are lacking, more and more scholars are looking at the potential of new technologies for prevention. The most prominent possibilities are Artificial Intelligence, the Internet of Things, and blockchain, each of which presents different, but mutually reinforcing, capabilities. For instance, AI technology can analyze massive amounts of data and detect hate speech, extremist rhetoric, and propaganda. Systems associated with the Internet of Things, or IoT, can collect behavioral and interactive data, which may enable the identification of potential risks before they are fully actualized. Blockchain technology enhances data security, transparency, and accountability regarding interventions. While the technologies listed are fully capable of automation, the technologies listed also enable timely and responsive interventions (Deepak et al., 2024; Koppu et al., 2022; Pillay et al., 2025)
There is also a concern in the literature that radicalisation is too complex for resolution based on technological sophistication alone. A detection system that stands alone may misinterpret context, issue false positives and perpetuate biases of its datasets and design assumptions. This concern is especially pertinent in educational contexts because students may interact with contentious materials for exploratory, ironic, social, or critical purposes, which may not be easily distinguished from genuine ideological commitment. This is why technological accuracy is insufficient. Technology must be situated in frameworks that are transparent, accountable, and balanced, particularly given that the nature of the intervention has implications for student trust and institutional legitimacy. In this context, blockchain is relevant not just as an immutable ledger, but as a facilitator of trust in the processes, and ethics by design, as the primary consideration to make this pertinent. A holistic consideration of the literature leads to the inference that in addition to being technically proficient, the systems designed for counter-radicalisation must also be socially plausible and pedagogically justifiable (J. S. Chen & Baxter, 2022; Y. T. Chen et al., 2025; Chrysohoou et al., 2024; Deepak et al., 2024)
The need for further integration in prevention analytics is clear especially if we view radicalisation as more complex than simply spotting dangerous content. Extremist narratives don't just become influential when they are encountered. They become influential because they are interpreted, emotionally invested in, and constructed for personal meaning. Because of this, cognitive science is important as it deals with the emotionally charged processes and the interpretive processes that provide such narratives traction. Narrative reframing, empathy, and reflexive practice dialogic microlearning has the potential to reduce ideological rigidity and increase tolerance in a context by value reflexive practices to simply suppress expressive acts. The emphasis of cognitive behavioural strategies applies here since they are designed to focus on emotional flexibility, resilience, and self-regulation, all of which are critical factors in determining the extent to which learners respond to negative or dangerous content. Within this context, prevention is designed to focus on the internal capacity of learners to positively respond to dangerous content by questioning, reinterpreting, and ultimately resisting dangerous content (Barrios-González et al., 2026; Petridis et al., 2025; Wibisono et al., 2024)
This cognitive approach further develops the potential role of universities in counter-radicalisation. If higher education means both exposure and learning, then interventions should go beyond surveillance and moderation. They should foster reflective judgement, tolerance of ambiguity, and the ability to take the perspective of others, as these are all consistent with the university's educational mission. Cheese strengthens this position by illustrating that when integrated with the theories of cognitive and social resilience, the technological system posits greater social relevance. Put differently, cognitive intervention should not be considered an afterthought to be added once the system has identified the technological measures. It should be embedded in the very core of the system, anticipating from the educational/cognitive perspective the technological measures that support educational change instead of standard behavioural controls (Cheese et al., 2025; Iyer et al., 2026; Jahnke et al., 2023; Jarallah et al., 2025)

The various threads in the literature show a diversity of conceptions in the study area, but also a certain degree of fragmentation. On the one hand, the research outlines the vulnerability of the campus in relation to digital ecosystems, algorithmic amplification, and the vulnerability of the campus. On the other hand, studies on AI, IoT, and blockchain have shown the potential of real-time awareness and accountable governance. Furthermore, in the field of cognitive science, there are findings that the ideological rigidity of a person can be softened through some adaptive and reflective interventions. Still absent, however, is an empirical approach that attempts to meaningfully integrate these strands of research in a single model situated in a university context, and more importantly in the Global South. Quite the contrary, a good understanding of the socio-political, cultural and religious complexities in these regions is even more valid, especially in Indonesian higher education, where close dynamics of campus life are contextual. Therefore, the study attempts to integrate various strands of research to construct a model of predictive governance by integrating AI for discourse detection, IoT for behaviour tracking, blockchain for accountability, and cognitive science for adaptive intervention. More importantly, such a model is expected to provide a basis for more meaningful tolerance, resilience and, above all, intra-ethnic peace in higher education (Albadi et al., 2022; Lee et al., 2025; C. Li et al., 2023; J. Li et al., 2026).

3. Methodology
3.1 Research Design
This study employed a (R&D) design to develop, refine, and validate a multidimensional digital intervention system aimed at mitigating religious radicalism and ideological polarisation among university students in West Java, Indonesia. The design was adapted from the Borg and Gall developmental framework and condensed into six operational stages: information gathering, planning, product development, initial field testing, product revision, and limited field testing. This approach was selected because the study sought not only to analyse a social problem but also to generate a functional and testable intervention prototype that could be evaluated under realistic educational conditions (Bikou et al., 2024; Booth et al., 2024; Cane & Parra, 2020; Withers et al., 2025).
The methodological orientation was socio-technical and interdisciplinary. The proposed prototype integrated four core components: Artificial Intelligence for radical-content detection, Internet of Things simulation for behavioural monitoring, blockchain for transparent and tamper-resistant logging, and cognitive science for adaptive psychological intervention. This design allowed the study to move beyond a single-method solution by linking technological detection with educational and behavioural response. The R&D framework was appropriate because it supported iterative design cycles, expert feedback, technical revision, and pilot implementation in actual university settings (Hui et al., 2026; Islind et al., 2019; Ive et al., 2025).
3.2 Research Setting, Data Sources, and Participants
The study was conducted across five universities in West Java Province, Indonesia. These institutions were selected because they represented diverse academic environments while sharing common exposure to digitally mediated student interaction. The study used purposive sampling to recruit participants who were considered relevant to the testing and validation of the intervention system.
Two participant groups were involved. First, students served as the primary user group. The initial trial involved 70 students from different academic disciplines, while the pilot implementation involved 70 student users and 7 faculty mentors across two university campuses. The inclusion of students from multiple disciplines was intended to capture variation in online behaviour, exposure patterns, and usability perceptions. The inclusion of faculty mentors was important because the proposed model was designed not merely as a monitoring tool but as an intervention platform with possible curricular application.
Second, expert validators were involved to assess feasibility, relevance, and ethical soundness. Five validators participated, representing digital security, cognitive science, information technology, religious education, and educational psychology. Their multidisciplinary backgrounds enabled the prototype to be evaluated from technical, pedagogical, psychological, and ethical perspectives.
The study relied on multiple data sources throughout the development process. These included findings from the literature review, reports issued by the National Counterterrorism Agency, direct observations of students’ online exposure to radical content, expert validation sheets, expert observation guides, user perception questionnaires, system activity logs, blockchain transaction records, architectural diagrams, and application programming interface reports. The technical environment of the prototype included Python-based AI development, Arduino-based IoT simulation, and a private Ethereum-based blockchain (d’Agate et al., 2024; Deepak et al., 2024; DeSouza et al., 2021; Durnell et al., 2025).
3.3 Development Procedure
3.3.1 Information Gathering and Planning
The first stage involved information gathering to establish the conceptual and technical requirements of the intervention system. This stage combined a systematic review of relevant scholarship, analysis of national radical-content reports, and observation of students’ digital exposure to extremist narratives. These inputs were used to identify three major needs: early detection of risky digital discourse, real-time behavioural monitoring, and cognitive intervention mechanisms capable of reducing ideological rigidity (Čolić & Međedović, 2026; Research Note of An Integrated Predictive-Intervention Model for Countering Religious Radicalism in Higher Education, 2025; Shaw, 2023).
In the planning stage, the intervention architecture was designed around four main functions. The first was AI-driven content filtering based on Natural Language Processing to identify radical expressions and extremist discourse. The second was behavioural monitoring through IoT-based activity sensing, operationalised in this study through simulated tracking of user interaction metrics. The third was blockchain-secured storage and audit logging to maintain data integrity, traceability, and procedural transparency. The fourth was a cognitive microlearning module grounded in Cognitive Behavioural Therapy and neuroscience-informed feedback, designed to promote reflective thinking, empathy, and tolerance (K. S. Bhui et al., 2012; Çakmak et al., 2025; J. S. Chen & Baxter, 2022; Zeybek et al., 2023).
At this stage, the research team also prepared the instruments used for evaluation, including expert validation sheets, expert observation guides, and user perception questionnaires. These instruments were intended to assess content accuracy, technical feasibility, usability, ethical appropriateness, and the cognitive suitability of the intervention model.
3.3.2 Product Development, Testing, Revision, and Pilot Implementation
The initial prototype was then developed using Python for AI functions, Arduino for IoT simulation, and a private Ethereum-based blockchain for secure data logging. The prototype was web-based and contained three major user-facing features: an AI classifier for radical expressions, a behaviour-tracking component that simulated digital interaction patterns, and a cognitive-response module providing adaptive feedback and microlearning interventions. Initial field testing was conducted in a controlled environment with the five expert validators. At this stage, the system was examined in relation to religious moderation alignment, technical feasibility, cognitive-behavioural validity, algorithmic bias, ethical implications, usability, and response efficiency. The experts completed structured assessment instruments and also provided qualitative comments through guided observation (Andrini et al., 2023; Arifianto, 2019; Arowosegbe & Oyelade, 2023; Arts et al., 2020).
The feedback from this stage informed product revision and the development of Prototype Version 1.1. Revisions included a more accessible interface design, adjustments to AI detection thresholds to reduce false positives, improvements to empathy-based cognitive simulations, and refinement of blockchain logging procedures to improve efficiency and clarity. Following revision, the prototype underwent limited field testing in two university settings. During this pilot implementation, the research team collected user perception data, system logs, behavioural records, and performance indicators to examine real-time functionality, user interaction quality, detection performance, response speed, and the system’s influence on students’ tolerance-related attitudes (Cheese et al., 2025; Y. T. Chen et al., 2025; Clemmow et al., 2025; da Costa Silva et al., 2019).
Table 1. Development Stages and Main Outputs
	Stage
	Main Activity
	Output

	Stage 1
	Information gathering through literature review, report analysis, and observation
	Identification of technological, behavioural, and educational requirements

	Stage 2
	Planning of AI, IoT, blockchain, and cognitive modules
	System design blueprint and evaluation instruments

	Stage 3
	Prototype development using Python, Arduino simulation, and private Ethereum blockchain
	Initial web-based intervention prototype

	Stage 4
	Initial field testing with expert validators
	Quantitative scores and qualitative expert feedback

	Stage 5
	Product revision based on validation outcomes
	Prototype Version 1.1 with improved interface, thresholds, and logging

	Stage 6
	Limited field testing in two university settings
	Pilot data on usability, accuracy, behavioural outcomes, and feasibility


3.4 Instruments and Data Analysis
Three primary instruments were used in this study. The first was the Expert Validation Sheet, which assessed content accuracy, technical feasibility, cognitive integration, and digital ethics using a five-point Likert scale supplemented by open-ended responses. The second was the Expert Observation Guide, which documented validator reactions during demonstration and simulation sessions, with emphasis on usability, responsiveness, and ethical impressions. The third was the User Perception Questionnaire, which captured students’ views of the system’s accessibility, clarity, usefulness, and intervention relevance. In addition to human-generated data, the study utilised technical documentation as an analytical source. This included system activity logs, blockchain transaction records, architectural diagrams, and API interaction reports. These datasets provided evidence for reviewing platform performance, transparency, and technical consistency during both expert testing and pilot implementation (Adam-Troian & Bélanger, 2024; Adu et al., 2026; Alanazi et al., 2022; Jakovljevic et al., 2019; Jansen et al., 2026).
Quantitative analysis was used to summarise expert and user evaluations. Descriptive statistics were applied to Likert-scale results, and the resulting scores were translated into qualitative categories using Sukardjo’s ideal mean and standard deviation classification approach. This allowed the researchers to classify feasibility levels in a structured and interpretable way. Qualitative data from expert comments and observation notes were analysed using thematic analysis. This procedure was used to identify recurring concerns, usability issues, ethical risks, and recommendations for system refinement. Technical outputs such as AI logs and blockchain records were also interpreted qualitatively to support evaluation of system responsiveness, traceability, and operational stability (da Silva et al., 2019; de Boer & Schroën, 2025; de Camargo David et al., 2024).
3.5 Validity, Reliability, and Ethical Considerations
The validity of the evaluation instruments was assessed using the Content Validity Index. Each item on the validation sheet was required to meet an Item-Level Content Validity Index threshold above 0.78, indicating that the instrument was sufficiently appropriate and representative for expert review. Reliability of the student perception questionnaire was tested using Cronbach’s Alpha, and the resulting coefficient exceeded 0.80, indicating high internal consistency. Ethical considerations were embedded throughout the design and revision process. Because the system involved detection, behavioural monitoring, and intervention in a sensitive educational context, expert validators explicitly assessed ethical implications and algorithmic bias during the testing phase (Alanazi et al., 2022; Albadi et al., 2022; Ali et al., 2021; Axelrod et al., 2021). Their feedback informed improvements in user accessibility, reduction of false positives, empathy-oriented intervention design, and more responsible blockchain-based record handling.
The prototype was also designed according to privacy-conscious principles. Behavioural monitoring in this study was simulated and limited to system-relevant interaction patterns rather than intrusive personal surveillance. Blockchain was used to strengthen transparency and record integrity, not to expand unnecessary data capture. The cognitive module was framed as an educational and resilience-building tool rather than a punitive mechanism. In this way, the methodological design sought to align technical performance with ethical proportionality, educational legitimacy, and user trust. Overall, the methodology was designed to ensure that the resulting intervention model could be evaluated not only as a technical artefact but also as a socially and educationally credible system for mitigating radicalism in higher education (Benevento, 2023; Bhugra, 2017; K. Bhui et al., 2016; K. Bhui & Jones, 2017).
4. Results
4.1 Preliminary Data Collection
The preliminary data collection stage was conducted to establish the empirical basis for system development and to identify the main characteristics of digital radicalisation within higher education in West Java. Data triangulation was performed between October 2025 and March 2026 using three principal sources: documentary analysis of official reports, student survey data, and digital ethnographic observation. This stage aimed to produce objective baseline evidence regarding the scale of exposure, recruitment vulnerability, and the communicative patterns through which radical content circulated in student-accessible digital environments. The first source consisted of 15 reports issued by the National Counterterrorism Agency. Analysis of these reports identified 180,000 radical content items recorded across the 2025–2026 period. Of these, 78% were disseminated through social media platforms, with Facebook and Telegram appearing as the most frequently cited distribution channels. This finding indicated that digital radicalisation in the study context was strongly platform-dependent and socially networked rather than confined to isolated websites or formal ideological outlets (Auslander & Toledo, 2021; Bronsard et al., 2022; Research Note of An Integrated Predictive-Intervention Model for Countering Religious Radicalism in Higher Education, 2025).
The second source was a structured survey involving 500 students, with an estimated margin of error of ±4%. The survey showed that 15% of respondents had encountered extremist narratives through online discussion groups, while 20% reported having received direct or indirect recruitment invitations linked to radical networks. These figures suggested that student exposure was neither marginal nor incidental. Instead, online contact with radical material appeared sufficiently widespread to justify the development of an anticipatory intervention model within university settings. The third source was digital ethnography conducted across 15 online forums over a six-month period. This observation identified echo-chamber clustering with a modularity index of 0.43, indicating a moderate to strong degree of ideological grouping. The pattern was especially visible among engineering students, whose digital discussion networks showed reduced exposure to counter-attitudinal content. The ethnographic data therefore complemented the survey findings by showing not only exposure but also structural conditions conducive to reinforcement and repetition (Anedda et al., 2023; Arts et al., 2020; Askew & Williams, 2021; Research Note of An Integrated Predictive-Intervention Model for Countering Religious Radicalism in Higher Education, 2025).
In addition, case reviews of five self-radicalised terrorist incidents demonstrated that 68% of perpetrators had radicalised online without formal group affiliation. This reinforced the relevance of self-radicalisation as a pathway requiring preventive attention in higher education. Across all preliminary data sources, three system-design gaps became clear: conventional AI models remained weak in detecting culturally contextual language, real-time behavioural analytics were absent from existing campus-based approaches, and neuroplasticity-informed deradicalisation mechanisms were largely unavailable in current interventions (Badal et al., 2021; Bail et al., 2018).
4.2 System Architecture and Initial Development
The second sub-result concerns the architecture and technical characteristics of the prototype produced from the needs analysis. The intervention model was developed as a four-layer microservices architecture integrating AI-based Natural Language Processing, IoT-enabled behavioural tracking, blockchain-secured logging, and cognitive restructuring modules. Each layer addressed a distinct functional requirement while remaining interoperable within a unified web-based platform. The AI detection layer was fine-tuned using 12,000 West Java-contextualised text samples processed with multilingual BERT. These samples were selected to improve the model’s sensitivity to culturally embedded religious terminology, indirect expressions, and local semantic variation that standard detection systems often fail to classify accurately. During validation, this model achieved an accuracy score of 89%, indicating that localisation of the dataset substantially improved semantic recognition (Abbas & McNeil-Willson, 2025; Adam-Troian & Bélanger, 2024; Alanazi et al., 2022).
The behavioural layer was implemented through a browser extension that captured user interaction metrics on high-risk platforms. These metrics included duration of engagement, frequency of access, and recurrent patterns of interaction. Although designed as an IoT simulation rather than direct intrusive surveillance, this layer demonstrated the feasibility of integrating real-time behavioural signals into a preventive system. The blockchain layer was built on a private Ethereum network using Istanbul BFT consensus. Its primary function was to maintain immutable records of system actions, moderation events, and intervention logs. This ensured that data handling and decision pathways remained transparent, traceable, and resistant to tampering. The final layer consisted of a CBT-based cognitive intervention module offering microlearning units with durations under eight minutes. These modules were designed to deliver adaptive prompts, tolerance-oriented reflection, and empathy-building feedback in response to behavioural or content-based triggers identified by the system (Auslander & Toledo, 2021; Bellin, 1970; Benschop & Lewis, 2025). Expert assessment of the initial architecture produced a Content Validity Index of 0.92 for technical feasibility, indicating that the prototype design was strongly aligned with the intended intervention logic.
Figure 1. System Architecture of the Integrated Counter-Radicalisation Prototype
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Caption: The prototype consisted of four interconnected layers: (1) AI-NLP for extremist discourse detection, (2) IoT-based behavioural tracking through browser interaction metrics, (3) blockchain-secured logging using a private Ethereum network, and (4) CBT-based cognitive microlearning for tolerance-oriented intervention.
4.3 Initial Field Testing Results
Initial field testing was conducted with five expert validators representing digital security, cognitive science, information technology, religious education, and educational psychology. The purpose of this stage was to assess technical feasibility, cognitive appropriateness, usability, and digital ethics before pilot deployment. The evaluation instrument demonstrated strong reliability, with a Cronbach’s Alpha coefficient of 0.91. The quantitative results of expert evaluation are presented in Table 1. All dimensions scored above 4.21, which placed them in the “Excellent” category according to Sukardjo’s ideal mean and standard deviation classification. Content quality received a mean score of 4.6, indicating strong contextual relevance and conceptual coherence. Technical feasibility scored 4.4, suggesting that the system was operationally stable, although validators noted the need for minor optimisation in blockchain performance (Balcioglu et al., 2023; Bellin, 1970; Braitberg, 2024). Cognitive integration scored 4.5, reflecting the strength of the adaptive intervention model. Digital ethics obtained a mean of 4.3, which remained in the excellent range but indicated that some improvements were needed, particularly regarding consent management and perceptions of digital monitoring.
Table 1. Expert Evaluation Results of the Prototype
	Evaluation Dimension
	Mean Score
	Category
	Main Note

	Content Quality
	4.6
	Excellent
	High contextual relevance

	Technical Feasibility
	4.4
	Excellent
	Stable system; minor blockchain optimisation required

	Cognitive Integration
	4.5
	Excellent
	Adaptive and personalised intervention

	Digital Ethics
	4.3
	Excellent
	Improvement needed in consent management


Qualitative feedback provided more detailed insight into system weaknesses. The most frequently cited issue was the AI false-positive rate, which reached 22% in the early version. Validators also noted that the user interface required simplification in order to reduce confusion during navigation. A further concern related to possible over-surveillance, especially if behavioural monitoring features were not clearly explained to users. These qualitative findings did not negate the system’s feasibility, but they identified specific revisions necessary before limited field implementation (Benevento, 2023; Chrysohoou et al., 2024; Chu & Yang, 2020).
4.4 Revision Outcomes (Prototype Version 1.1)
Following expert validation, the prototype underwent targeted revision to improve technical performance, usability, and ethical acceptability. These revisions produced Prototype Version 1.1, which was then subjected to internal retesting prior to pilot implementation. The first major improvement concerned semantic detection. By refining contextual embedding procedures and recalibrating the AI classification threshold, the false-positive rate was reduced from 22% to 9% while maintaining an F1-score above 0.85. This result indicated a substantial gain in classification precision without sacrificing overall model balance.
The second major revision involved interface redesign. The platform adopted progressive disclosure principles to reduce cognitive overload and present features more sequentially. Usability testing after redesign showed a 48% increase in task efficiency, accompanied by higher user satisfaction metrics (Axelrod et al., 2021; Bail et al., 2018; Bélanger, 2021; Oikonomou et al., 2024).
The third revision focused on ethics and data protection. Differential privacy was introduced with an epsilon value of 1.2, increasing compliance with privacy-conscious design standards. This revision directly addressed expert concerns regarding overreach and contributed to improved user trust. The fourth area of revision addressed blockchain performance. Through batch-processing optimisation, gas costs were reduced by 65% while preserving immutability and data integrity. This result was important because it improved system practicality without weakening the logging function. Finally, ethical compliance scores improved from 4.3 to 4.6 following the revision stage, reflecting the cumulative effect of improved consent framing, transparency measures, and interface clarification (Badal et al., 2021; Cheese et al., 2025; DeSouza et al., 2021).
Figure 2. Improvement in Prototype Performance After Revision
Caption: Prototype Version 1.1 showed a reduction in false positives from 22% to 9%, a 48% increase in interface task efficiency, a 65% reduction in blockchain gas costs, and an increase in ethical compliance score from 4.3 to 4.6.
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4.5 Limited Field Testing (Pilot Results)
The pilot stage involved a three-month deployment in two universities and examined both technical performance and psychosocial outcomes. Data were gathered through system logs, user interaction records, and pre-test/post-test student measures. The AI detection module achieved a precision score of 0.94 and a recall score of 0.89, demonstrating balanced detection performance with relatively low false negatives. This indicated that the revised model not only improved classification precision but also retained strong sensitivity to risky content.
Figure 3. Precision and Recall of the AI Detection Module
[image: ]
Caption: The pilot implementation produced a precision score of 0.94 and a recall score of 0.89, indicating accurate content classification and broad detection coverage.
The confusion matrix results provided additional evidence of classification quality. The system recorded 3,200 true positives and 1,450 true negatives, against 200 false positives and 150 false negatives. These values suggested that misclassification had been significantly reduced compared with the initial testing stage.

Figure 4. Confusion Matrix Results of the Pilot Model
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Caption: The confusion matrix showed 3,200 true positives, 1,450 true negatives, 200 false positives, and 150 false negatives, indicating a substantial reduction in classification error after contextual embedding improvements.
The pilot also produced measurable behavioural and attitudinal outcomes. Tolerance scores increased from 62% in the pre-test to 79% in the post-test, representing a 28% improvement. A paired t-test indicated that this change was statistically significant (p < 0.01). This result suggested that the cognitive microlearning component was associated with a positive shift in tolerance-related dispositions (Akmaliah, 2020; Alanazi et al., 2022; Albadi et al., 2022; Cunha Reis, 2025).
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Figure 5. Tolerance Score Improvement from Pre-test to Post-test
Caption: Student tolerance scores increased from 62% before intervention to 79% after intervention, representing a 28% improvement and indicating positive psychosocial change during the pilot period.
[image: ]

Risk-related online behaviour also declined over time. System metrics showed a 40% reduction in risky online interactions over eight weeks following intervention. Weekly values declined from 100% at baseline to 92% in Week 2, 87% in Week 3, 80% in Week 4, 75% in Week 5, 70% in Week 6, 65% in Week 7, and 60% in Week 8. The consistency of this decline suggested that the intervention effect was not restricted to immediate exposure but continued over time.
Figure 6. Weekly Decline in Risky Online Interactions
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Caption: Risky online interactions declined progressively from 100% in Week 1 to 60% in Week 8, indicating sustained behavioural moderation after intervention.
4.6 Key Findings Summary
Across all result stages, the intervention model demonstrated both technical feasibility and measurable psychosocial impact. The preliminary data established that digital radicalisation constituted a significant higher education risk in West Java, with substantial student exposure, recruitment contact, and echo-chamber clustering. These baseline conditions justified the need for a multidimensional prevention system. The architecture and testing phases showed that the combination of AI, IoT, blockchain, and CBT could be implemented as an operational intervention model. Technical evaluation demonstrated strong validity and reliability, while successive revisions improved semantic precision, interface usability, and ethical compliance. The final pilot model achieved high precision and recall, a low level of classification error, and substantial reductions in false positives compared with the initial version (Jahnke et al., 2023; Petridis et al., 2025; Razzaq et al., 2023).
Most importantly, the system produced outcomes beyond technical detection. The increase in tolerance scores and the decline in risky online interactions suggested that the prototype functioned not only as a monitoring platform but also as a psychosocial intervention tool. These findings indicate that the integration of localised AI models, privacy-preserving infrastructure, and adaptive cognitive modules can support an approach to radicalism mitigation that is both preventative and educational. In summary, the Results section shows four major empirical outcomes. First, the study identified a persistent and measurable pattern of digital radicalisation risk among university students. Second, the prototype architecture successfully operationalised a multidisciplinary intervention model. Third, iterative validation and revision significantly improved system performance. Fourth, pilot implementation demonstrated that the integrated model was associated with both technical effectiveness and positive behavioural change. These findings provide the empirical basis for the interpretive arguments developed in the subsequent discussion section (Arts et al., 2020; Askew & Williams, 2021; Atari et al., 2021; Aubert-Teillaud et al., 2023).
5. Discussion
5.1 Interpretation of Main Findings
The findings of this study indicate that a multidisciplinary intervention model integrating Artificial Intelligence, the Internet of Things, blockchain, and cognitive science can function effectively as a university-based strategy for mitigating religious radicalism and ideological polarisation. The most important interpretive point is that the intervention did not operate merely as a technical detection system. Rather, it combined early identification of risky discourse and behavioural patterns with adaptive cognitive response, thereby addressing both the external circulation of extremist content and the internal processes through which such content may become persuasive. This result is important because the preliminary data showed that student exposure to extremist narratives was already substantial, with 15% of surveyed students encountering radical content and 20% receiving recruitment invitations. In this context, the intervention’s significance lies in its capacity to respond before radicalisation becomes fully consolidated (Alanazi et al., 2022; Albadi et al., 2022).
The technical performance of the prototype also supports the argument that detection systems are more effective when they are context-sensitive and locally trained. The model achieved strong precision and recall during pilot testing, while the reduction of false positives from 22% to 9% suggests that contextual embedding substantially improved semantic interpretation. This finding implies that radical discourse detection cannot be treated as a purely generic classification problem. In culturally and religiously specific environments such as West Java, language is often indirect, symbolic, and locally nuanced. The system’s performance therefore suggests that localisation is not a minor adjustment but a central requirement for effective counter-radicalisation design. At the same time, the increase in tolerance scores and the reduction in risky online interactions indicate that technical effectiveness alone does not account for the model’s outcomes. The psychosocial dimension of the intervention appears to have played a decisive role in translating detection into behavioural moderation (Barrios-González et al., 2026; Baumann et al., 2020; Berjawi et al., 2023; K. Bhui et al., 2014).
5.2 Comparison with Prior Literature
These findings are broadly consistent with prior studies that describe digital radicalisation as a process shaped by algorithmic exposure, echo chambers, and self-radicalising online pathways. The preliminary evidence of student exposure, recruitment contact, and clustering reinforces arguments that extremist influence increasingly circulates through digitally mediated networks rather than through formal organisational structures alone. In this regard, the present findings support earlier work emphasising the vulnerability of higher education institutions as open environments where ideological narratives can circulate alongside routine academic and social interaction (Brooks et al., 2022; Broyd et al., 2023; Campana et al., 2022).
The study’s technical findings also extend previous literature on AI-based detection. Earlier studies have shown that Natural Language Processing can be effective in identifying hate speech, extremist discourse, and online propaganda, but they have also warned that many existing systems remain limited to surface-level indicators and are vulnerable to contextual ambiguity. The reduction in false positives achieved in this study suggests that these limitations can be partially addressed through context-aware language modelling and localised data training. This supports the broader claim in prior work that culturally embedded discourse requires more than standard keyword detection and that classification systems improve when ideological and linguistic context is modelled more carefully (Barrios-González et al., 2026; Baumann et al., 2020; Bélanger et al., 2019).
The results further align with literature on behavioural monitoring and cognitive intervention. Prior scholarship has argued that IoT-informed or behaviour-sensitive systems could contribute to earlier recognition of online risk patterns, yet few studies have demonstrated such integration in university settings. Likewise, cognitive and narrative-based interventions have been associated with reduced rigidity and improved tolerance, but these approaches have often remained separate from real-time technological systems. The present study contributes to both lines of inquiry by showing that the integration of behavioural monitoring and cognitive microlearning can be operationalised within a single framework. In this sense, the findings do not simply confirm earlier literature; they connect previously separate insights into an empirically tested model (Cane & Parra, 2020; Y. T. Chen et al., 2025; Cochrane et al., 2024; Čolić & Međedović, 2026).
5.3 Ethical and Technical Implications
One of the most significant implications of the study concerns the relationship between technical efficiency and ethical design. The results suggest that strong detection performance does not necessarily require ethically intrusive procedures. The introduction of differential privacy, more transparent interface design, and blockchain-supported logging improved ethical compliance while preserving or even strengthening system legitimacy. This finding is important because digital counter-radicalisation systems often face criticism for operating as opaque surveillance tools. In the present study, ethical refinement was not an external correction imposed after technical design; it was a factor that improved the system’s acceptability and functional trustworthiness (Belgioioso et al., 2023; Koppu et al., 2022; Krotkiewicz et al., 2025; Kruglanski et al., 2019).
The blockchain component is particularly important in this regard. Its value was not limited to technical immutability. It also served as an institutional trust mechanism by making system actions traceable and auditable. In educational settings, where interventions involving student behaviour can raise concerns about overreach, transparency becomes central to legitimacy. Similarly, the reduction of false positives carries an ethical significance beyond accuracy. Misclassification in sensitive ideological domains can stigmatise legitimate expression, discourage dialogue, and weaken trust in university-based prevention programmes. The study therefore supports the view that technical design in radicalisation prevention must always be evaluated in relation to fairness, explainability, and proportionality (Morosini et al., 2020; Mottaghi-Dastjerdi & Soltany-Rezaee-Rad, 2024; Moyano et al., 2022; Musik et al., 2025).
5.4 Educational and Practical Implications
The practical implications for higher education institutions are substantial. First, the findings suggest that universities should not treat digital radicalisation as an external security issue disconnected from pedagogical life. The observed exposure rates and behavioural shifts indicate that platform-mediated ideological risk is already embedded in the student experience. As a result, prevention should be positioned within educational strategy rather than confined to disciplinary or securitised responses. Second, the cognitive gains observed in the study imply that curriculum-linked intervention is feasible. The increase in tolerance scores and the decline in risky online interaction indicate that students can respond positively to short, adaptive, and reflective learning modules when these are embedded within a broader system of digital monitoring and feedback. This supports the possibility of integrating similar interventions into Citizenship Education, religious moderation programmes, or digital literacy curricula. The reported lecturer endorsement further strengthens the institutional feasibility of such integration (de Camargo David et al., 2024; de Graaf & van den Bos, 2021; de Roos et al., 2024).
Third, the model offers a practical framework for balancing scale and responsiveness. Traditional seminars and counselling remain important, but they are often too slow or too general to address rapidly changing digital behaviour. By contrast, the present model demonstrates how real-time detection, behavioural pattern recognition, and microlearning intervention can be linked within a single workflow. This makes the approach especially relevant for universities seeking scalable yet educationally grounded responses to online radicalisation (Basid et al., 2024; Pawar et al., 2026; Peprah et al., 2024; Pettinger, 2020; Pillay et al., 2025; Rahayu & Junaedi, n.d.).
5.5 Contribution to Knowledge and Research Positioning
The main contribution of this study lies in bridging two areas of scholarship that have often developed separately: technological monitoring of extremism and cognitive-behavioural deradicalisation. Existing literature has frequently privileged one side of this divide. Technical studies emphasise detection accuracy, while psychosocial studies focus on ideological rigidity, resilience, and intervention. The present study contributes by showing that these should not be understood as competing paradigms. Instead, they can be combined into a predictive-intervention model in which detection informs response and response reinforces resilience. A second contribution concerns context. Much of the literature on digital extremism remains dominated by Western datasets, platforms, and institutional assumptions. By situating the intervention within higher education in West Java, this study adds a non-Western case that highlights the importance of linguistic nuance, religious context, and educational culture. The findings suggest that locality matters not only for interpretation but also for system performance (Research Note of An Integrated Predictive-Intervention Model for Countering Religious Radicalism in Higher Education, 2025; Wright & Hankins, 2016; Younis & Jadhav, 2020; Zeybek et al., 2023).
A third contribution is methodological. The use of an R&D design allowed the study to move beyond descriptive analysis and toward artefact development, validation, and pilot implementation. This gives the study a more applied contribution than many conceptual discussions of online radicalisation. It provides a framework that can be adapted, tested, and refined in future institutional settings rather than remaining only at the level of theoretical recommendation.
5.6 Limitations, Future Directions
Despite these contributions, several limitations should be acknowledged. The first concerns scope. The intervention was tested in only two universities, and the pilot implementation lasted three months. These constraints limit the generalisability of the findings and make it difficult to determine whether the observed gains would remain stable over longer periods or across more diverse institutional environments. The second limitation concerns contextual specificity. The AI model was trained using West Java-contextualised language data, which strengthened local accuracy but may reduce immediate portability to other regions, languages, or ideological contexts. What functioned effectively in this setting may require substantial retraining and recalibration elsewhere (Bowland & Schumann, 2026; Research Note of An Integrated Predictive-Intervention Model for Countering Religious Radicalism in Higher Education, 2025; Wintemute et al., 2025; Withers et al., 2025).
The third limitation concerns measurement depth. Although the study captured technical performance, behavioural change, and tolerance improvement, it did not yet provide long-term longitudinal evidence regarding the durability of intervention effects, nor did it incorporate more detailed comparative analysis across demographic or disciplinary groups. Future studies should therefore pursue cross-cultural validation, multilingual adaptation, personalised risk profiling, and longer-term follow-up designs.
These limitations do not weaken the central value of the study, but they do clarify the conditions under which its findings should be interpreted. More importantly, they point towards the next stage of inquiry: how interdisciplinary counter-radicalisation models can be scaled, adapted, and institutionally embedded without losing ethical sensitivity or educational legitimacy. On that basis, the following conclusion synthesises the study’s core argument and highlights its broader implications for higher education policy, digital governance, and future research (K. S. Bhui et al., 2012; Felipe Cabello, 2013; Mabogunje, 2000; Williamson, 2008).
6. Conclusion
This study demonstrates that religious radicalism and ideological polarisation in higher education can be addressed more effectively through an integrated predictive-intervention model than through conventional offline approaches alone. By combining Artificial Intelligence, IoT-based behavioural monitoring, blockchain-secured transparency, and cognitive microlearning, the research shows that technological detection can be linked productively with psychosocial intervention. The findings indicate that the proposed model is not only technically feasible but also educationally relevant in university settings. Empirically, the study identified substantial exposure to extremist narratives among students and confirmed that digital radicalisation in higher education is shaped by platform-based dissemination, online clustering, and self-radicalising pathways. The developed prototype achieved strong technical performance, including high precision and recall, reduced false positives, and improved ethical compliance after revision. More importantly, pilot testing showed meaningful behavioural outcomes, including increased tolerance and reduced risky online interaction. The study therefore contributes both conceptually and practically. Conceptually, it bridges technological monitoring and cognitive-behavioural deradicalisation within one interdisciplinary framework. Practically, it offers a scalable model that may inform university governance, curriculum design, and digital prevention policy. Although broader validation is still needed across different cultural and institutional contexts, the results suggest that ethically designed hybrid systems can play an important role in strengthening resilience, tolerance, and responsible digital citizenship in higher education.
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