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Abstract
The increasing reliance on digital evidence in pre-trial criminal investigations exposes significant legal risks stemming from the absence of clearly operationalized criteria for assessing its reliability. This study aims to substantiate legally grounded forensic medical criteria for determining the reliability of digital evidence at the pre-trial stage of criminal proceedings. The research employs doctrinal legal analysis, procedural reconstruction of digital evidence handling and adversarial modelling based on documented investigative practice. It identifies and systematizes a set of procedural and forensic criteria, including procedural legality, continuity of custody, integrity, authenticity and technical verifiability. These criteria collectively define the legal reliability of digital evidence throughout its entire life cycle. Digital evidence may be considered reliable only when all of the above requirements are satisfied during the pre-trial investigation. The findings provide a foundation for future standard-setting, the enhancement of investigative practices and the harmonization of judicial approaches to assessing digital evidence.
Keywords: digital evidence, reliability of evidence, pre-trial investigation, criminal procedural safeguards, forensic medical assessment.

Introduction
Digital evidence has fundamentally transformed modern criminal justice systems, particularly at the pre-trial investigation stage. The large-scale digitalization of social interactions, public administration and everyday communication has generated an unprecedented volume of information in digital form (Romaniuk & Ablamskyi, 2024). In criminal proceedings, this information is increasingly relied upon. It encompasses data derived from mobile devices, social media platforms, cloud services, electronic communications and surveillance systems (United Nations Office on Drugs and Crime, 2019). 
Such “digital traces” more and more often shape investigative strategies and influence prosecutorial decision-making at the early stages of criminal proceedings (Masaar, 2025). At the same time, the growing reliance on digital evidence has exposed significant legal and forensic challenges, primarily in terms of its reliability and compliance with due process guarantees  (Lytvyn et al., 2022; Martinengo et al., 2024).
Unlike physical evidence, digital evidence is intangible, easily reproducible as well as technologically dependent. Its evidentiary value is not inherent (Supreme Court of Ukraine, 2025). Rather, it is constructed through processes of collection, preservation, analysis and documentation. Accordingly, the admissibility and probative value of digital evidence depend not only on technical accuracy but also on strict compliance with criminal procedural requirements (Yermachenko, 2023).
These requirements include legal authorization, continuity of custody, transparency of processing and institutional accountability (Kiener-Manu, 2026). Procedural violations at the pre-trial stage are often difficult or impossible to remedy during trial, Hence, it increases the risk of infringing the right to a fair trial and undermining the principle of legal certainty (Bérubé et al., 2025). These risks are further intensified by the growing complexity of investigative environments. Digital evidence is frequently created, stored or processed across multiple technical systems and jurisdictions, often involving third-party service providers and automated technologies (Lasagni, 2025).
Such a multi-level structure challenges traditional doctrines of evidence and exposes gaps within existing legal frameworks. Criminal procedure law typically regulates the admissibility and evaluation of evidence at trial. Also, it provides limited guidance on ensuring and assessing the reliability of digital evidence during the pre-trial stage (Shchokin et al., 2023). 
As a result, reliability is often reduced to technical integrity or authenticity, overlooking its independent procedural and legal dimensions (Naik & Agarwal, 2026). Despite substantial scholarly attention to digital forensics and evidentiary admissibility, no unified legal framework conceptualizes reliability as an autonomous forensic and procedural category at the pre-trial stage. Existing approaches tend to rely on implicit, retrospective or technology-centered assessments. They can offer only limited methodological guidance for investigators, prosecutors and defense counsel in early decision-making. Moreover, the imbalance of procedural capacities between investigative authorities and the defense remains insufficiently examined. Nevertheless, such asymmetry significantly affects the practical ability to verify and challenge the reliability of digital evidence before the case is brought before a court.
The study stems from the hypothesis that digital evidence cannot be regarded as reliable in pre-trial criminal investigations unless its reliability is established in accordance with legally binding forensic medical criteria. These criteria include procedural legality, continuity of processing (chain of custody), transparency of contextual conditions, technical verifiability and institutional accountability. Accordingly, reliability is not conceived as a static attribute of digital data. Rather, it is understood as a dynamic legal status formed through compliance with procedural guarantees throughout the investigative process.
Scientific novelty. The study develops a legally grounded forensic concept of the reliability of digital evidence that functions autonomously from the categories of admissibility and technical accuracy. The research proposes a systematized model of forensic medical criteria applicable at the pre-trial stage due to integration of criminal procedural norms, evidentiary doctrine and the practice of digital forensic medical examination. 
The purpose of this research is to formulate legally grounded forensic medical standards for determining the reliability of digital evidence prior to judicial review. In doing so, it seeks to strengthen procedural fairness, enhance legal certainty and improve the protection of human rights within digitalized criminal justice .
To address this aim, the study pursues the following goals:
1) To determine the legal nature of the digital evidence reliability as a separate forensic medical and procedural category at the pre-trial investigation.
2) To analyze the interaction between procedural legality, chain of custody and technical authentication in the formation of reliable digital evidence.
3) To identify systemic risks and legal consequences arising from the absence of standardized reliability criteria in pre-trial investigations.

Literature review
Digital evidence has evolved from a marginal evidentiary category into a central component of contemporary criminal justice systems. Early legal scholarship primarily addressed the issue of admissibility, focusing on whether electronically stored information could be accepted by courts under traditional rules of evidence. However, more recent research has shifted toward examining the reliability of digital evidence. Scholars increasingly emphasize procedural compliance, contextual interpretation and the conditions under which digital data may be consudered credible in criminal proceedings. It is widely recognized that digital data are inherently unstable, easily reproducible  and embedded in complex socio-technical environments. Basically, the above are characteristics that fundamentally distinguish them from physical evidence and significantly complicate their evidentiary assessment.
Angel et al. (2024) conceptualize digital evidence as a developing form of proof that cannot be evaluated solely through traditional evidentiary standards. They underscore the importance of forensic criteria, including authenticity, integrity and contextual reliability. Notably, the scholars highlight the decisive role of the pre-trial stage in shaping the trajectory of criminal proceedings. Nevertheless, their analysis remains largely centered on admissibility and judicial recognition of evidence at trial. Instead, the present study builds upon this foundation but shifts the analytical focus to the pre-trial phase, conceptualizing reliability as an autonomous procedural and legal condition formed prior to judicial evaluation.
Stoykova (2024) advances the concept of a “right to procedural precision”, arguing that the reliability of digital evidence depends on demonstrable procedural correctness throughout its life cycle. The managerial-oriented model integrates legal norms with technical standards and emphasizes the irreversible consequences of procedural errors committed during evidence collection. Despite the strength of her regulatory recommendations, the approach does not operationalize reliability through clearly defined forensic criteria applicable to investigative practice. The present study addresses this gap by transforming procedural accuracy into a structured system of legally grounded forensic criteria tailored to the pre-trial stage.
Casino et al. (2022) examine the challenges of cross-border digital investigations, identifying jurisdictional fragmentation and procedural asymmetries as significant threats to evidentiary reliability. They demonstrate that digital evidence may remain formally admissible while losing practical reliability due to inconsistencies between legal and forensic standards. However, their analysis primarily concentrates on international cooperation. This article complements the researchers’ findings by proposing reliability criteria capable of operating across jurisdictions. These criteria are grounded in shared procedural principles rather than limited to technological harmonization.
Technical vulnerabilities in coping with digital evidence are examined by Gruber et al. (2023). These scholars analyze the risks of evidentiary contamination resulting from improper data handling, the use of flawed forensic tools or unpredictable system interactions. Whereas their study is grounded in forensic science, it reveals significant legal implications. In particular, across situations where procedural documentation fails to accurately reflect actual data transformations. Existing research, however, tends to treat contamination primarily as a technical malfunction. In contrast, the present article reconceptualizes contamination as a procedural and legal violation. Thus it is treated as one that directly undermines the legal reliability of digital evidence at the pre-trial stage.
Emerging technologies further complicate the assessment of digital evidence reliability. In this light, Dufeniuk et al. (2024) explore the use of 3D technologies and advanced visualization tools in criminal investigations, highlighting their potential to enhance the clarity and comprehensibility of evidence. At the same time, they acknowledge risks related to reconstruction accuracy, interpretative bias, and methodological transparency. However, their analysis remains largely focused on technological innovation rather than procedural safeguards. This study argues that technological advancement alone cannot guarantee evidentiary reliability. Instead, reliability requires legally enshrined forensic criteria governing the use of such technologies at the pre-trial stage.
The management of the chain of custody is widely recognized as a critical determinant of evidentiary reliability. For example, Loffi et al. (2025) examine blockchain-based solutions designed to ensure the integrity and transparency of evidence handling. The scholars maintain that such technologies may enhance traceability and data integrity. However, significant legal uncertainties remain concerning their procedural legitimacy and compatibility with criminal procedural law. The present study shares these concerns, emphasizing that mechanisms ensuring technological integrity cannot substitute for procedural legality and institutional accountability.
Finally, defense-oriented approaches highlight structural imbalances in the evaluation of digital evidence. For instance, Wilson-Kovacs et al. (2023) demonstrate that defense counsel frequently lack access to specialized forensic tools and technical expertise, significantly constraining their ability to effectively challenge digital evidence at the pre-trial stage. In addition, Al-Billeh et al. (2024) extend this concern to the international and human rights context, warning that reliance on unreliable digital evidence may have particularly severe consequences in cases involving serious criminal charges. Although the existing literature clearly identifies the problem, it offers relatively few concrete procedural solutions. The present article addresses this gap by proposing legally grounded reliability criteria that enable digital evidence to be challenged at the pre-trial stage from a procedural and legal, rather than purely technical perspective.
Despite the substantial body of research on digital evidence, contemporary scholarship reveals a significant conceptual gap regarding the interpretation of reliability at the pre-trial stage of criminal proceedings. Existing studies predominantly focus on technical accuracy or judicial admissibility, while the procedural formation of reliability prior to trial remains insufficiently theorized. Consequently, reliability is often reduced to integrity or authenticity and is not conceptualized as a dynamic procedural and forensic status formed through legally significant investigative actions throughout the life cycle of digital evidence. This limitation constrains the ability of parties to evaluate and contest digital evidence before judicial review. It therefore justifies the need for a study aimed at defining legally sound reliability criteria, directly supporting the objectives and hypothesis advanced in this research.

Methods
Research procedure
The study was designed as a forensic research project aimed at developing and validating standards for assessing the reliability of digital evidence during pre-trial investigations. The research design combined doctrinal legal analysis with applied forensic reconstruction and evaluative testing. The methodology comprised three interrelated stages: (1) doctrinal analysis of procedural norms and standards, (2) empirical reconstruction of digital evidence handling, and (3) validation of the proposed criteria through adversarial modeling.
In the first stage, criminal procedural rules governing the collection, preservation, and use of digital evidence were systematically analyzed. This included national legislation, relevant judicial practice, and applicable international standards. Particular attention was paid to procedural requirements concerning lawful acquisition, continuity of custody, documentation, and admissibility. The review was conducted with reference to authoritative sources, including the Budapest Convention on Cybercrime and United Nations standards on digital evidence management. This doctrinal analysis provided the normative foundation for conceptualizing reliability as a procedural and legal construct rather than a purely technical characteristic.
The second stage involved the controlled reconstruction of common scenarios for obtaining digital evidence during pre-trial investigations. These scenarios included the seizure of digital devices, acquisition of data from remote servers, collection of cloud-based information, interception of electronic communications, and voluntary disclosure of digital materials. The scenarios were reproduced in a controlled environment using authentic procedural documentation and technical logs derived from investigative practice between 2019 and 2024. This reconstruction enabled the modeling of the full life cycle of digital evidence – from acquisition to procedural submission – thereby identifying procedural vulnerabilities and critical risk points.
The third stage consisted of testing the proposed forensic criteria through adversarial modeling. In each reconstructed scenario, the digital evidence was subjected to simulated defense challenges, including allegations of procedural irregularities, breaches in the chain of custody, and evidentiary contamination. The objective was to determine whether the proposed criteria provided sufficient legal justification to withstand exclusion motions and whether they could reliably distinguish between legitimate procedural transformations and unlawful manipulation.

Sample formation
The study sample comprised 72 instances of digital evidence representing a diverse range of procedural and technical configurations. Cases were selected on the basis of comprehensive documentation, the availability of technical metadata confirming data integrity and compliance with procedural legality as well as established investigative practices. Cases involving classified information or ongoing investigations were excluded for ethical and legal reasons. The sample was organized into six categories: (1) personal digital devices, (2) service provider servers, (3) cloud storage systems, (4) network traffic and metadata, (5) surveillance systems, (6) voluntarily provided digital materials. The sample size was considered sufficient to cover recurring procedural patterns and guarantee analytical saturation in terms of the key characteristics relevant to evidence reliability.

Methods
The study employed an integrated combination of legal and forensic methods. The legal component comprised doctrinal analysis of criminal procedural norms, comparative examination of relevant international standards and interpretative analysis of judicial practice to determine the legal requirements governing the digital evidence reliability. The forensic component included procedural reconstruction, integrity verification through hash-based validation as well as simulations of chain-of-custody continuity. Reconstruction and verification techniques were applied to identify procedural vulnerabilities and assess the practical applicability of the proposed reliability criteria within realistic investigative contexts.

Tools 
Computer data was analyzed using EnCase Forensic, FTK, and Autopsy, and information from mobile devices was analyzed through Cellebrite UFED and Oxygen Forensic Detective. Analysis of network communications was carried out in Wireshark. Cloud modules were used to access remote storages. Each tool generated a report and an audit log. Integrity was ensured by SHA-256 (built-in generators, OpenSSL, HashCalc) with hash fixation at all stages.

Results
Procedural reconstruction of the digital evidence collection 
As a result of the procedural reconstruction, six procedural forms of digital evidence collection were identified, corresponding to separate legal categories: personal devices, service provider servers, cloud storage systems, network metadata, surveillance systems and voluntary materials. All forms have a common procedural configuration: explicit permission, legal actions, documented transfer and fixation. Procedural complexity increases with the degree of external control and the remoteness of the source. Table 1 demonstrates the procedural structure that ensures the reliability and admissibility of digital evidence.

Table 1. Sequence of actions when obtaining digital evidence
	Evidence category
	Total procedural acts
	Legally relevant access points
	Third-party control

	Personal devices
	Moderate
	Limited
	Absent

	Service provider servers
	High
	Multiple
	Present

	Cloud storage systems
	High
	Multiple
	Present

	Network traffic/metadata
	High
	Distributed
	Present

	Surveillance systems
	Low
	Fixed
	Absent

	Voluntary materials
	Low
	Single
	Absent


Source: developed by the author based on data from the Supreme Court of Ukraine (2024), Forensic Focus (2021)

Overall, Table 1 illustrates how the reliability of digital evidence is determined structurally, in part through process configuration (rather than simply based on technical quality). It also contains a comparative legal diagram that illustrates how specific types of evidence lead to different burdens related to procedure, risks regarding the storage of evidence, and problems regarding the admissibility of evidence for trial. This “procedural trace” explains the existence of different classes of digital evidence. Some of them constantly require additional legal protection measures to ensure reliability. Instead, other types of digital evidence achieve reliability through structural simplicity and/or consistent procedural conditions.

Reproducing the “life cycle” of digital evidence
[bookmark: OLE_LINK5]The reproduction of the life cycle of the evidence base made it possible to control all stages of the case consideration and document legal actions from case acquisition to its submission to the court. Most of the lawful actions regarding the admissibility and reliability of evidence were recorded at the stages of preservation and transfer. Figure 1 shows the distribution of procedures between stages of the digital evidence life cycle, as well as the level of procedural activity, without technical procedures.


Figure 1. Distribution of legally significant actions throughout the lifecycle of digital evidence
Source: developed by the author based on data from Meinheit (2025), MindMeister (2026), Loux (2026)

The distribution of legal risks and procedural responsibilities highlights an uneven allocation of legally significant actions throughout the life cycle of digital evidence. Reliability depends not only on the initial acquisition of evidence but also, and often more critically, on actions taken during preservation and transfer. The continuity and integrity of data are essential for ensuring admissibility in court even before formal proceedings begin. Consequently, the reliability of digital evidence should be understood as a dynamic legal state, shaped by the cumulative effect of successive procedural actions.

Assessment of aggregate reliability taking into account legal criteria
For each case, the Comprehensive Reliability Index (CRI) was determined according to five criteria: continuity, integrity, technical verifiability, authenticity, procedural legality. The CRI indicators in Table 2 are based on a generalized assessment of the legislative weight of these criteria and reflect the degree of digital evidence reliability according to the legislative logic. CRI is a legal tool without the use of statistics, designed for pre-trial assessment of procedural reliability.

Table 2. Cumulative indicators of reliability by category of evidence
	Evidence category
	Mean CRI
	Range

	Personal devices
	High
	Moderate–High

	Provider servers
	Moderate
	Low–High

	Cloud storage systems
	Moderate
	Low–High

	Network metadata
	Moderate – High
	Moderate–High

	Surveillance systems
	High
	High–High

	Voluntary materials
	High
	Moderate–High


[bookmark: OLE_LINK4]Source: developed by the author based on Forensic Focus data (2021)

As can be seen, the Table shows that the reliability of digital evidence mainly depends on how the procedures are established, rather than on the technological capabilities of obtaining them. Categories in which evidence remains in a controlled environment and is rarely transferred between participants with clearly defined procedural responsibilities have the least legal variation and demonstrate the highest reliability. In contrast, categories involving third-party oversight, multiple actors with access to the evidence, or frequent changes in the sequence of preservation are characterized by significant legal uncertainty and a higher potential for variability. Importantly, the main conclusion is that none of these categories are inherently unreliable. Rather, the reliability of digital evidence is maintained when all, or nearly all, procedural safeguards are fully observed during the pre-trial stage.

Encryption integrity verification
The integrity of digital evidence was evaluated using hash verification, which produced a two-digit legal result for each item of evidence. The hash coefficient (HCR) was calculated as the proportion of matching hashes across the stages of acquisition, transfer, and submission of documents. Table 3 presents the results of this verification in terms of their legislative qualification regarding the integrity of digital evidence. This analysis does not assess the technical performance of the systems themselves. It rather focuses on the implications of hash verification results for the procedural status and admissibility of evidence in court.

Table 3. Sequence of hash functions and their status from the legislative point of view
	Evidence category
	Hash consistency
	Legal implication

	Personal devices
	Full
	Legally preserved

	Provider servers
	Partial
	Documented procedural justification

	Cloud storage systems
	Partial
	Documented procedural justification

	Network metadata
	Full
	Legally preserved

	Surveillance systems
	Full
	Legally preserved

	Voluntary materials
	Full
	Legally preserved


Source: developed by the author based on data Mossé Cyber Security Institute (2023)

The overriding methodological insight is presented in Table 3. The integration of digital evidence into criminal proceedings should be understood as a contextual legal concept rather than an unconditional (technical) condition. The table demonstrates that full correspondence of hash codes across all elements of evidence ensures the preservation of its integrity. However, even incomplete hash correspondence, when supported by proper documentation and compliance with legal procedures, provides the court or investigator with a legally valid confirmation of integrity, rather than a ground for rejecting the evidence.
Thus, hash verification functions as a legitimate procedural filter, enabling courts and investigators to differentiate between illegal procedural alterations that compromise admissibility and legitimate procedural transformations that preserve the reliability of evidence. This distinction is particularly significant for digital evidence, where procedural transparency holds greater weight than technical immutability as the defining legal criterion at the pre-trial stage.

Results of ensuring the continuity of the logistics chain
In the course of modeling the principle of continuity of content, three types of violations were identified: temporal, subject and functional. These violations were classified according to their frequency to assess their relative impact on the legal construction of continuity. Incidents were recorded at each stage of the digital evidence storage chain (Figure 2). Continuity is conceptualized as the conditional legal reliability of evidence throughout its life cycle, from initial collection to submission in court.

Figure 2. Distribution of integrity violations according to their types
Source: developed by the author based on data from Cantelli-Forti et al. (2025), Griffiths (2026), Lucoveis et al. (2023)

The data shown in Figure 2 indicate that functional continuity is the main legal risk factor for managing digital evidence during criminal proceedings at the investigation stage. The reason for this is that temporal and subject continuity can be ensured through formal procedural rules. At the same time, functional continuity may require greater procedural vigilance due to the dynamic nature of the digital evidence processing. Thus, continuity should not be considered as a single legal requirement, but as a set of legal obligations. The fulfillment of the said obligations depends on transparent documentation of all legally significant transformations of digital evidence.

Procedural results of the “stress test”
To evaluate how effectively digital evidence copes with legal challenges, disputes and potential exceptions before and during litigation, four distinct categories of electronic evidence were examined. In this context, the term “sustainability” refers to a procedural property, reflecting the extent to which a particular type of evidence retains its legal validity when challenged for alleged unlawfulness, unreliability or manipulation. Moreover, sustainability encompasses the capacity of evidence to resist procedural deficiencies throughout its life cycle.

Table 4. Characteristics of countering procedural requirements
	Evidence category
	Resistance level

	Personal devices
	Strong

	Provider servers
	Moderate

	Cloud storage systems
	Moderate

	Network metadata
	Strong

	Surveillance systems
	Very Strong

	Voluntary materials
	Very Strong


Source: developed by the author based on data from Loux (2026), Champlain College Online (2026)

Table 4 demonstrates that the resistance to procedural use of digital evidence does not depend on the level of technology employed. Instead, it is determined by the degree of procedural formalization, the thoroughness of documentation and the extent of institutional control over all stages of evidence handling. Thus, Table 4 supports the conclusion that the admissibility of digital evidence is less a function of its digital nature and more a reflection of the procedural environment in which it was collected, stored, and introduced into criminal proceedings.

Comprehensive legal profile of authenticity
[bookmark: OLE_LINK6]The legal reliability of digital evidence (Figure 3) is illustrated as a combined profile using a radar diagram that integrates multiple procedural and legal factors into a single model. This figure does not assess the technical accuracy of digital evidence. Rather, it demonstrates how these legal factors collectively contribute to the overall reliability of evidence within the criminal justice system. Each axis of the radar chart represents a distinct legal factor and the size of the plotted area reflects the cumulative strength of the evidence as a whole, rather than evaluating separately each individual factor.


Figure 3. Radar diagram of complex legal reliability
Source: developed by the author based on Europol, Eurojust, & European Judicial Network (2024), Prescott (2026)

The data in the figure demonstrate that the reliability of digital evidence is a complex procedural concept that is the result of a combination of legality, continuity, integrity, authenticity and guarantees of contradiction established by law and confirmed in practice. In addition to visually validating the doctrine that courts are required to assess the reliability of digital evidence through a multifaceted and balanced assessment, rather than just evaluating individual technological factors, the radar diagram demonstrates a practical approach to evaluating abstract evidentiary principles. In fact, it serves as a conceptual intermediary between abstract doctrines and their practical application. Given the above, the diagram is a useful tool for doctrinal analysis in legal science.

Discussion
The study corroborates the central hypothesis: the reliability of digital evidence in the pre-trial process is determined by the interplay between technological data processing and strict compliance with legal investigative procedures. Reliability is not an inherent property of the evidence itself. Digital evidence is considered legally reliable only when its origin, integrity, contextual relevance and documented procedural history within an accountable framework are established. In the absence of compliance with all forensic criteria for reliability, digital evidence loses its evidentiary value in court.
The results are partially consistent with existing empirical research but significantly expand the legal and theoretical foundation. For example, Miller (2022) emphasizes the growing role of digital evidence and the variability in qualifications among investigators and prosecutors. This study builds on Miller’s analysis by proposing normatively robust standards that function independently of individual competence and address systemic vulnerabilities in pre-trial investigations. Next, Angel et al. (2024) conceptualize digital evidence as a valid form of proof and focus on its procedural recognition in court. However, their analysis is largely limited to trial-stage admissibility. In contrast, this study shifts the focus to the pre-trial phase, demonstrating that reliability is established before trial through investigators’ decisions regarding the storage, documentation and interpretation of digital data.
The study also extends Stoykova’s (2024) concept of the “right to procedural precision”. While the researcher develops a managerial model of procedural guarantees, the present study operationalizes this concept through specific forensic standards applied in investigative practice. Procedural accuracy is treated as an objectively evaluable standard rather than an abstract notion. Finally, the results challenge technology-centric perspectives. For example, Dufeniuk et al. (2024) argue that 3D technologies improve the quality of evidence compared with traditional methods. This study demonstrates that high-quality digital evidence does not, in itself, ensure legal reliability. The distinction arises from differing research emphases: Obviously, Dufeniuk et al. focus on technical capabilities, whereas the present study emphasizes procedural errors, misinterpretation and risks of data contamination as decisive factors for legal reliability.
Gruber et al. (2023) demonstrated that even minor procedural errors can irreparably damage the chain of evidence. This study confirms that finding, emphasizing that contamination of digital evidence should not be seen only as a technical risk but as a violation of due process that undermines the presumption of credibility. These results are consistent with the conclusions made by Casino et al. (2022) regarding the fragmentation and legal asymmetry in cross-border investigations. The forensic criteria proposed in this study provide neutral reliability across jurisdictions by prioritizing procedural transparency and traceability.
While blockchain technologies, reviewed by Loffi et al. (2025), have been suggested as potential tools for preserving evidence integrity, they cannot replace the legal responsibility of investigators. Such technologies fail to address issues such as unlawful seizure, excessive collection or violations of the right to defense. Wilson-Kovacs et al. (2023) highlight the unequal access to forensic expertise available to defense counsel. This study elaborates on that argument by demonstrating that well-defined criteria for the reliability of forensic assessments contribute to procedural fairness, enabling challenges to digital evidence on a legal basis, not merely a technical one. Additionally, Al-Billeh et al. (2024) confirm that unreliable digital evidence poses significant risks to human rights, particularly in cases involving crimes against humanity. The proposed criteria aim to ensure the accuracy of evidence and protect individual rights, reducing the risk of digital footprints influencing proceedings without due diligence.
The overriding theoretical contribution of this study lies in the development of a legal-forensic concept of the reliability of digital evidence, distinct from its technical counterpart. By defining reliability as an independent legal-forensic category, this study establishes a doctrinal model grounded in the principles of legality, procedural consistency as well as contextual verifiability. From the practical perspective, the proposed criteria will serve as a guide for investigators, prosecutors and defense attorneys. Furthermore, they will also provide legislators with a foundation for creating legal standards for evaluating digital evidence.

Limitations
The proposed forensic criteria for assessing the reliability of digital evidence at the pre-trial stage of criminal proceedings possess significant conceptual and practical value. Nevertheless, several important limitations should be taken into consideration. 
First, the study is grounded primarily in normative and doctrinal legal analysis, complemented by the examination of selected forensic practices. While normative analysis provides a coherent framework for defining legal standards and evidentiary principles, the practical component does not fully capture the diversity of operational challenges encountered by investigative authorities across different jurisdictions. Variations in institutional capacity, technological infrastructure and procedural traditions may influence the ways in which digital evidence is collected, preserved and evaluated. These contextual differences limit the universal applicability of the proposed criteria. Second, the research focuses exclusively on the pre-trial stage of criminal proceedings, where evidentiary assessment is preliminary and often conducted under conditions of urgency, incomplete information and evolving investigative hypotheses. Consequently, the reliability criteria advanced in this article may be interpreted or applied differently during judicial review, particularly in light of adversarial objections and competing expert opinions. Third, the study does not fully account for the rapid pace of technological development. Emerging forms of digital evidence generated by artificial intelligence systems, decentralized platforms, encrypted networks as well as anonymized communication technologies present new challenges that may not be entirely addressed by the proposed framework. The speed of technological innovation may exceed the adaptability of relatively stable legal criteria, thereby potentially limiting their long-term applicability. Fourth, the article intentionally refrains from detailed analysis of jurisdiction-specific rules of evidence, such as admissibility standards, exclusionary doctrines or national standards of proof. On the one hand, this approach enhances the conceptual generality of the study, while on the other hand it reduces the potential for the findings to be directly implemented in particular national legal systems without contextual adaptation.
Finally, ethical and human rights considerations, particularly those relating to privacy, data protection, proportionality, are addressed primarily through general legal principles rather than through an in-depth examination of concrete case studies. In view of the above, the study does not fully explore how investigative effectiveness and the protection of fundamental rights are balanced in specific procedural contexts.

Recommendations
The identified limitations of this study provide a foundation for several recommendations addressed to legal scholarship, investigative practice and regulatory development.
1. First, future research should prioritize comparative legal analyses examining how different criminal justice systems implement reliability criteria for digital evidence at the pre-trial stage. Such studies would strengthen the normative robustness of the proposed framework and facilitate its adaptation to both inquisitorial and adversarial procedural models. 
2. Second, legislators and regulatory authorities should formulate clear legal standards governing the reliability of digital evidence. In particular, it is essential to distinguish between technical integrity, procedural legality and overall legal reliability. Establishing this differentiation would reduce discretionary inconsistencies at the pre-trial stage and enhance judicial oversight of digital forensic methods used in criminal investigations. 
3. Third, investigative authorities should implement standardized procedures for documenting every stage of digital evidence including identification, acquisition, preservation, analysis and transfer. Each stage should be legally documented and verifiable. Emphasis should be placed on traceability and institutional accountability rather than relying exclusively on technical tools or automated systems.
4. Fourth, interdisciplinary education and professional training programs should be expanded. Enhancing the legal literacy of digital forensic specialists and the technical competence of legal practitioners is essential to prevent reliability assessments from being confined to purely technical criteria and to ensure their proper integration into the broader legal evaluation of evidence admissibility.
5. Fifth, the reliability criteria proposed in this study should be periodically reviewed and refined through soft-law instruments such as prosecutorial guidelines or judicial recommendations. This approach would allow for adaptive responses to technological developments, while preserving legal certainty and doctrinal coherence.
6. Finally, greater emphasis should be given to integrating fundamental rights into assessing digital evidence reliability at the pre-trial stage. Reliability must be evaluated not only in terms of technical accuracy but also in light of such principles as legality, necessity and proportionality. Such an approach strengthens both the procedural legitimacy and the human rights compatibility of digital evidence within the criminal justice system.

Conclusions
Although digital technologies have rapidly transformed pre-trial investigative practices, digital evidence has now become a central component of criminal proceedings. Nevertheless, legal challenges concerning its reliability are increasing. This study contributes to the development of legally grounded forensic criteria, as distinct from purely technical or statistical standards. The said criteria are designed to support legitimate pre-trial procedural decision-making prior to judicial review.
Drawing on procedural reconstruction, life-cycle analysis and adversarial stress testing, several key findings are proposed. First, the reliability of digital evidence is not a static technical attribute but a dynamic legal status shaped through a sequence of legitimate, documented, and verifiable procedural actions. Second, the findings demonstrate that the most significant legal risks arise not at the moment of data acquisition, but during subsequent stages of preservation, transfer and evaluation during the evidence life cycle.
The conclusions carry important practical implications. The proposed framework provides investigators, prosecutors, defense counsel and judges with a structured legal model for assessing digital evidence at the pre-trial stage. The criteria assist in admissibility determinations, help to identify procedural deficiencies, promote transparency and institutional accountability in the handling of digital evidence. Importantly, the model is adaptable to different procedural systems and technological environments while showing respect for fundamental rights. Future research perspectives include the application of these criteria in comparative and international contexts, particularly in cross-border investigations and in cases involving emerging technologies such as cloud computing and AI-generated data. Further theoretical work is also necessary to deepen the integration of forensic-based reliability standards into the broader framework of criminal procedural law.
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