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Abstract
Artificial Intelligence (AI) is one of the transformative technologies driving operations in the financial sector by enabling data analytics, process automation, fraud mitigation, and enhancement of customer’s service, etc. This study uses the systematic literature review (SLR) to explore some key applications, potentials benefits, and challenges of AI in banking and finance, highlighting its role in improving performance, efficiency, accuracy, and customer experience. It also discusses the underlying ethical, regulatory, and implementation issues as well as the current and future trends. The articles reviewed were extracted from major academic database. Initially, 4,684 were obtained from the databases and later pruned down to 120 following the implementation of inclusion and exclusion criteria. The results obtained indicated that AI plays critical roles in the financial sector especially in the areas of fraud mitigation, customer relationship, credit scoring, risk management and operational efficiency amongst others. The outcome of the literature review indicates that AI significantly impacts the financial sector by enhancing their performance and operational efficiency, thereby leading to improved customer experiences. However, to fully harness the potentials of AI, financial institutions must consider the ethical, regulatory, and technical challenges and address them. The successful and responsible deployment of AI will not only reshape the bank and financial operations but also ensure more secure, inclusive, and sound financial institutions. This study also contributes to the global discourse on responsible AI adoption in the financial sector emphasising the need for a regulatory framework to address bias, transparency, and security concerns without compromising consumer protection.
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1.	Introduction
Artificial Intelligence (AI) is the simulation of human intelligence by machines which enables them to solve problem via perception, learning, adaptation and decision making (Abhulimen and Ogunti, 2021). AI plays important roles in reshaping the traditional financial systems. The banking and finance sector supports economic growth and stability through mobilisation of savings and credit creation, facilitation of payment and fund allocation, as well as financial intermediation and risk management (Alt & Ibolya, 2021). These activities data-intensive, and requires decision support systems such as AI for accurate decision-making and effective risk management (Gyau et al., 2024). With the growing number of clients and dynamics of the financial sector coupled with the exponential growth of big data, traditional financial systems are no longer feasible (Almatrafi et al., 2024). The need for digitisation of banking and financial operations to enhance customer experience and mitigate some challenges bedeviling the sector has opened up possibilities for exploring digital technologies such as AI. Furthermore, the growing rate of digitalization has made the banks and other financial institutions the prime target of fraudsters (Akinbowale et al., 2020 & 2022). These attacks have consequences such as reduction performance and operational efficiency, financial losses, loss of public trust and reputation, service disruption amongst others. These may affect financial inclusion and the general economic growth at large. The traditional approach of relying on human expertise or rule-based systems, is no longer feasible with the evolving digital technology and innovation due to lack of adaptability (Arner et al., 2020; Bello et al., 2024). Financial institutions now face the pressure to deliver products and service in a time and cost-effective way while ensuring security, and value-based customer-oriented services.  This demand places the banking and finance sector at the forefront of technological disruption.  In recent times, AI has witnessed some significant growth via predictive analytics, computer and machine vision amongst others to provide innovative solutions to the challenges of the banks and other financial institutions. Existing studies have demonstrated the AI application in the financial sector for auditing (Leocádio et al., 2024), fraud detection and mitigation (Garg, 2024; Akinbowale et al., 2023), process automation (Abdulsalam and Tajudeen, 2024), credit scoring and loan approval (Borges et al., 2021), predictive analytics (Farishy, 2024), digital trading, stock and market trend prediction (Lin & Marques, 2024; Ballings et al., 2015; Li & Bastos (2020); Chhajer et al., 2022; Song & Jain, 2022; Mokhtari et al., 2021), customer support and personalised experiences (Li et al., 2020), decision-support (Liang et al., 2020; Samitas et al., 2020) amongst other. 
The studies lend credence to the transformative potentials of AI in banking and financial services as many banks have already adjusted their business models to integrate some AI-driven solutions for effective operations. However, AI driven solutions are prone to algorithmic bias, transparency, data privacy and regulatory issues, as well as over-reliance on machine for decision-making (Arner et al., 2020), thus, the need for the development of AI solution that is fair, transparent, ethical and responsible. Abdulsalam and Tajudeen (2024), identified some of the challenges impeding AI adoption in the financial sector. These include digital divide, inadequate access to emerging technologies, limited infrastructure, and low-level of digital literacy. As digital banking continues to evolve, the rise in cyber threats, also increases thus necessitating the need for AI-driven solutions for risk mitigation. Gang and Hindu (2024) stated that financial organisations can leverage on the potentials of advanced data analytics to mitigate fraud and improve compliance to regulatory requirements. Report shows that AI generate $1 trillion to the global banking sector in 2030 if implemented (Polireddi, 2024), therefore the technology is worth investing in. While AI enhances innovation, process automation and performance, the deployment of AI solutions that meet the required ethical, legal, and security conditions to banking and financial operations are imperative. Thus, the aim of this paper is to explore the application of AI in the financial sector focusing on the current applications, adoption and challenges. The insights drawn from the literature was used to develop a conceptual framework that can assist the banks and other financial institutions effectively deploy and integrate AI into their system. This study identifies the roles of AI in banking and financial operations in this digital age and explore the gaps with a proposal for future directions for future studies. The justification for this study stems from the evolving rapid transformation of the global banking and finance sector driven by technological disruption in this digital era which make this study timely, relevant and necessary.
This study is of utmost significance in that it can assist banks and financial service providers to gain useful the insights that can enable the adoption and implementation of responsible AI adoption to ensure effective performance and efficiency, in some areas such as in fraud mitigation, process automation and improved customer within the confines of the ethical and regulatory requirements. Furthermore, this study bridges the gap between theory and practice by discussion how the theoretical concepts of AI theoretical can translate into real-world banking operations. This study also contributes to the global discourse on responsible AI adoption in the financial sector emphasising the need for a regulatory framework to address bias, transparency, and security concerns without compromising consumer protection.
By discussing AI’s role in the financial sector, the study highlights how AI can support innovation especially in emerging economies where there is a limited access to finance. Hence, this study advances the discussions on AI in the financial sector, and closes the knowledge gap to help industry embrace best AI practices and guides regulators and policymakers.
2. Methodology

This study uses the SLR to explore some key applications, potentials benefits, and challenges of AI in banking and finance, highlighting its role in improving performance, efficiency, accuracy, and customer experience. It also discusses the underlying ethical, regulatory, and implementation issues as well as the current and future trends. The articles reviewed were extracted from major academic database such as Scopus, IEEE, SpringerLink, Web of Science, Google Scholar, and Elsevier amongst others. Initially, 4684 were obtained from the databases and later pruned down to 120 following the implementation of inclusion and exclusion criteria.









2.1 Research Design
This study implemented the SLR according to the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 framework. The PRISMA approach ensures that the SLR process is transparent and replicable via the proper and synthesis of relevant literature (Maware et al., 2024). Thus, method was chosen in this study is comprehensive, unbiased, and rigorous detailing the progress, challenges and future trends of AI in the financial sector.
The following are the research questions underlying this review:
· RQ1: What are the major areas of application of AI in the financial industry?
· RQ2: What are the current and prospective benefits and barriers to AI adoption in the banks and other financial institutions?
· RQ3: What are the developments and future research directions of AI in the financial sector?
[bookmark: _Hlk221942012]Although the Population Intervention Comparator Outcomes and Study (PICOS) framework is widely used in clinical and intervention-based systematic reviews (Page et al., 2021), however, it is not applicable to this study whose aim is to investigate the application of AI in the financial sector, encompassing fraud mitigation, process automation, credit scoring, predictive modelling, risk analytics and management as well as customer relationship. The PICOS framework differ significantly in design, objectives, and performance metrics compared to this study which do not require comparable interventions or control conditions. This study is consistent in methodological approach for systematic reviews in the fields of management and information systems adopting a domain-appropriate structuring approach rather than the PICOS framework which is consistent with prior studies such as Tranfield et al. (2003), Snyder (2019) and vom Brocke et al., 2009).
2.2 Search Strategy
[bookmark: _Hlk221958143]The search was carried out across major academic databases such as IEEE, Scopus, Web of Science, SpringerLink, Google Scholar, and Elsevier amongst others using the following search strings, Boolean operators and keywords: ("Artificial Intelligence" OR "AI" OR "Machine Learning" OR “ML” "Deep Learning" OR “DL” OR “AI Technology”) AND ("banking sector” OR “financial sector" OR “banking industry” OR “financial industry” OR "banking" OR "insurance" OR "Fintech" OR "capital markets").
The search was limited to peer-reviewed books, book chapters, conference proceedings, and journal articles in English. It was ensured that articles published between 2015 and 2025 form 95% of the total articles reviewed in order to understand the recent trends in AI applications in the financial sector.
2.3 Inclusion and Exclusion Criteria
The inclusion applied include: Sstudies focusing on AI applications in the financial sector, conceptual, theoretical, review, case studies and empirical studies published in peer-reviewed outlets, articles with robust discussions or findings on the potentials, benefits, challenges, risks, opportunities or future trends of AI in the financial sector).
The inclusion criteria applied also include: articles not published in English, grey literature (e.g., blogs, opinion pieces), or reports that lack academic rigour, studies that focus on the application of AI outside the scope of banking and finance, duplicate articles across the databases (Table 1)
[bookmark: _Hlk221961516]Table 1: The inclusion and exclusion criteria
	Criterion
	Inclusion
	Exclusion

	Publication type
	Peer-reviewed journal articles
	Conference abstracts, grey literature, editorials, book reviews

	Language
	English
	Non-English

	Time period
	Articles from 2015–2025 formed 95%
	Published before 2015 formed 5%

	Focus
	AI application in banking and financial services covering AI-enabled fraud detection systems, machine learning, predictive analytics, machine and deep learning, Chatbots and virtual assistance, robotic process automation, expert systems, computer vision and reinforcement learning 
	Purely theoretical AI, and application outside the defined domains

	Empirical content
	Reports empirical analysis
	Opinion pieces, conceptual discussions



2.4 Study Selection Process
The selection process conducted in this study followed the PRISMA four-stage model namely:
(a) Identification: This includes the retrieval of all potentially relevant studies using the search strategy.
(b) Screening: Removal of duplicates articles by implementing the pre-defined criteria.
(c) Eligibility: Ascertaining the relevance of the selected articles by examining the titles, abstracts and findings amongst others.
(d) Inclusion: The included articles are synthesised and analysed to deduce inferences.
[bookmark: _Hlk221961423]The initial large number of papers extracted was due to the initial broad search strategy designed to maximise sensitivity and to minimise bias due to omission. The application of the exclusion criteria led to significant exclusions because many records referenced AI, banks or finance generically but without reporting a specific AI application within the context of the banking or financial sector. Furthermore, there were numerous duplicate records as well as non-empirical papers and conceptual papers that were not tailored towards the applications considered in this review. To minimize selection bias, the pre-defined eligibility criteria were applied consistently across all the screened records. 
As shown in Figure 1, out of the initial 4,684 records identified, 1,089 were excluded due to duplications, 1,459 were excluded for lack of methodological rigour because they did not address AI applications within the banking and financial contexts. During the screening, 664 could not be retrieved while 1,362 were further excluded due to irrelevant titles, abstracts and findings or lack of empirical content
[bookmark: _Hlk221958047]The PRISMA flow diagram employed for the documentation of the selection process is shown in Figure 1. Although the applications of AI in the financial industry is wide, comprising  of various techniques and subdomains. However, to ensure methodological rigour and feasibility, this review is limited to focuses on the following on key AI techniques AI-enabled fraud detection systems, machine learning, predictive analytics, machine and deep learning, Chatbots and virtual assistance, robotic process automation, expert systems, computer vision and reinforcement learning applied in banking, fraud detection, and trading contexts. From an initial pool of 4,684 papers, 120 studies were finally selected based on their empirical focus, methodological rigour, and relevance to the defined AI techniques. 
[image: ]


Figure 1: PRISMA diagram

2.5	Data Extraction, Analysis and Synthesis
A data extraction form was developed which captures the following information: bibliographic details of the authors, research context, AI technique employed, major findings as well as research gaps and future directions.
The thematic approach was employed to analyse the extracted data. This was achieved by grouping the findings according to AI application (e.g., fraud detection and mitigation, process automation, credit scoring and loan approval, predictive analytics, robo-advisory, digital trading, stock and market trend prediction, risk management, customer support and personalised experiences and decision support). The benefits and challenges were synthesised and mapped according to the identified themes. Furthermore, a narrative synthesis was carried out to highlight the trends, knowledge gaps, and implications for research and practice.
Furthermore, using the findings and insights drawn from the synthesis of the literature, a conceptual framework was developed that can assist financial institutions deploy and integrate AI effectively.
[bookmark: _Hlk221968421]2.6 Quality Assessment
[bookmark: _Hlk221942737]To ensure methodological rigour, the selected studies were appraised using a structured quality appraisal as well as established inclusion and exclusion criteria in line with systematic review guidance in management studies (Tranfield et al., 2003; Snyder, 2019). These include relevance, clarity of objectives, theoretical framework, transparency of data sources, methodological soundness such as appropriateness of the AI methodology employed, robustness of validation process, rigor of the findings and contribution to AI in the financial sector, transparency in methods and findings as well as reporting structure. Based on these criteria, the quality of each study was accessed using a three-point scale (2 = high, 1 = moderate, 0 = low) and priority was given to studies with higher scores as they demonstrate informed interpretation and synthesis, as well as strong methodological and rigorous validation process. Only the studies that meet the criteria were retained for synthesis. Furthermore, there were brainstorming sessions among the authors throughout the SLR process to resolve areas of conflicts and to effectively implement the criteria in a transparent manner. This minimises bias and contributes to the integrity of the SLR conducted in this study.
3.	Theoretical Frameworks
There are theoretical frameworks underlying the adoption of AI in the financial sector. For instance, the Technology Acceptance Model (TAM), Diffusion of Innovation Theory (DIT), and Unified theory of user acceptance of technology (UTAUT) amongst others (Hanafizadeh & Khedmatgozar, 2012; Shaikh & Karjaluoto, 2015).
The TAM stated that the adoption of technology depends primarily on two major factors namely perceived usefulness (which describes the benefits of the technology to the user) and the user’s friendliness (Venkatesh & Davis, 2000).  The TAM can determine the adoption of new technologies, enhance user’s experience, and marketing strategies, improve user-centric design, and promote the return on investment. The understanding of the usefulness and user friendliness of an emerging technology can also enhance the identification of the challenges preventing its adoption in order to develop strategies to mitigate them.
The TAM can provide an insight into the vulnerabilities that accompany the adoption of a technology which will enable organisations to select their preferred technology based on perceived usefulness, user friendliness and interactions
Ng et al. (2009) used the TAM to understand online risky behaviours and the major factors that influences the need for computer security while Gupta and Hammond (2005) employed TAM to understand the rationale behind the failure of small businesses fail to adopt effective security measures.
Yousafzai (2012) as well as Moldovan and Săplăcan (2018) stated that the perceived usefulness, intent to use and actual technological usage are key factors that determines the level of acceptance, adoption and implementation. Existing authors also found the level of compatibility of the technology to be adopted with the existing business models, and targeted operation or processes could be major factors that could influence its adoption in the financial sector (Koenig-Lewis et al., 2010; Giovanis et al., 2012; Shankar and Kumari, 2016; Giovanis et al., 2019). Other issues could include supporting infrastructure, top management support, perceived privacy and ethical issues (Giovanis et al., 2012; Arif et al., 2016; Shankar and Kumari, 2016) as well as perceived cost implications and potential disruptions that the adoption of the technology could cause adoption. 

The Diffusion of Innovation Theory (DIT) was proposed by Rogers (1962), and it explains how novel technologies, and innovations spread and accepted within a social system over time. The theory analyses the process of adoption of technology or innovation and classifies the end users into five classes according to their adoption periods: innovators (the first people to adopt a technology because of its emerging nature and are usually about 2.5% of the adopters), early adopters (adopt the technology after forming their opinion accounting for about 13.5% of the adopters), early majority (adopts the technology after a varying length of time based on its perceived benefits accounting for about 34% of the adopters), late majority (adopts the technology at a much later stage accounting for about 34% of the adopters), and laggards (The last set of people to adopt the technology forming about 16% of the adopters).
According to Rogers (2003), the adoption rate is influenced by some perceived attributes of the technology and innovation namely: Relative advantage (the degree to which the technology is considered better than the existing ones), compatibility (ease of integration with existing models and consistency with users’ values and needs), simplicity or complexity (degree of user friendliness), trialability (the degree to which the technology can be experimented before adoption or deployment) and observability (the visibility of the benefits of the technology or innovation to people (Rogers, 2003).
DIT finds application in technology adoption across different sectors. For instance, Greenhalgh et al. (2004) employed the DIT to comprehend the technological and innovation adoption in the healthcare sector highlighting how social context and communication channels influence the rate of adoption
The UTAUT was developed by Venkatesh et al. (2003), who integrated some elements into some existing technology models such as the TAM and DIT.
UTAUT proposes four key constructs that influence the rate of technology acceptance, adoption and use: Performance expectancy (This is the expectation that the technology or innovation will provide some benefits), effort expectancy (This is the perception that the efforts devoted into the use of the technology will produce results), social influence (The extents to which social factors the individual’s decision to adopt and use the technology) and facilitating conditions (which determines the extent to which the user believes there are available resources and support for the adoption and the use the technology)
UTAUT has been widely used in studies relating to mobile banking and information systems,, for example, Zhou et al. (2010) employed the UTAUT to examine mobile banking adoption, indicating that that performance expectancy and effort expectancy can be strong predictive factors that influence behavioral intention.
The TAM emphases two main factors namely perceived usefulness and ease of use while the DIT stresses the social process of innovation diffusion and centres on how innovations spread in a community or social system, the UTAUT focuses more on individual acceptance and use of technology in organizational and behavioral contexts. Hence DIT is more encompassing while UTAUT is more focused, predictive and quantitative. UTAUT integrates DIT concepts such as relative advantage (similar to performance expectancy) and complexity (similar to effort expectancy).
[bookmark: _Hlk221968030]Table 2 presents the theoretical frameworks adopted in this study and their links to AI adoption in the financial industry.






Table 2: Theoretical framework and AI adoption in the financial industry
	Focus
	Adoption Theory Used
	Insights
	Reference

	The study identified attitude, perceived usefulness, user’s friendliness  and risk as major determinants influencing technology adoption in banking services 
	TAM
	The identified factors shape user’s intention in deploying AI in banking services, thus, linking the TAM constructs to the AI adoption in the banking sector.  There is a need to understand user’s perception and these driving factors before deploying the AI technique
	Byambaa et al. (2025)

	Survey in finance/accounting units applying UTAUT
	 UTAUT
	The outcome indicates that factors such as performance expectancy, attitude, and technical proficiency influence the acceptance of AI tools among finance professionals. Thus, for effective adoption and acceptance of AI directly in finance operations, organisations need to consider these factors
	Norzelan et al. (2024)

	Investigation of the intention to adopt ChatGPT in banking
	TAM and Task Technology Fit
	This study links the adoption theory of AI to AI-enabled services in the industry banking. Findings indicate that the knowledge of ChatGPT plays an important role as a moderator in predicting user intentions in the adoption of the technology
	Ali et al. (2025)

	AI adoption in banking using TAM, UTAUT and DIT explicitly modelling how factors such as technology readiness, trust and intention to use affects AI deployment in financial institutions
	TAM, UTAUT, DIT
	The finding indicates that trust in the AI technologies is the main driver that influences its acceptance. Authors indicate that technology readiness and intention to use and other factors such as ethical issues, data privacy, algorithms transparency, and past experiences with technology. Hence, financial organisations seeking to deploy AI should not only consider investing in AI technological innovations but also on frameworks that promotes trusts in AI driven systems
	Rong et al. (2025)

	Technological adoption in banking
	TAM & UTAUT frameworks
	TAM and UTAUT are commonly used theoretical frameworks to understand digital technology adoption by financial institutions, thus, laying the groundwork for AI in finance. Factors such as perceived trust, website design and quality of e-service influence the behaviour and intention to adopt AI technology in the banking sector.
	Shaji et al. (2025)



Previous studies show that theoretical frameworks such as the TAM, UTAUT, and Technology–Organization–Environment (TOE) are commonly utilized framework to study AI adoption behaviours at individual and organization’s levels. These theories explain the factors influencing the level of AI adoption in financial services. The outcome of this theoretical review indicates that factors such as trust, perceived ease of use and usefulness, compatibility, organisation’s readiness, and ethical regulation are major factors that influences the level of AI adoption especially in the banking industry while factors system’s complexity, leadership, resistance to change, data privacy and cybersecurity pose major barriers (Fares et al., 2022; Doumpos et al., 2023; Jiang et al., 2024; Al-Momani, 2023; Gottumukkala & Prasad, 2025).
4. Systematic Literature Review

Ali et al. (2017) stated that technology plays significant roles in the routine activities of organisations especially in this digital era Kshetri (2019) opined that the deployment of technology for banking processes has greatly transformed the sector. Akinbowale et al. (2025) found that evolving technologies can play a mediation role between the root causes of cyberfraud and its level perpetration. These studies underscore the importance of the technology in information processing thus, it is an enabler of the electronic banking (e-banking) especially in accessing digital products and services. It has also the productivity and performance of the banking sector globally (Dzomira 2015). However, one of the risks of over relying on technology to drive banking processes is online fraud perpetration because perpetrators leverage on the use of Internet to commit fraud (Akinbowale et al. 2023 a & b). Hence, technology can also impact the banking operations negatively depending on the countermeasures and risk management processes put in place (Ramadani et al., 2018; Yar, 2005).
Some of the emerging technologies in the banking industry include AI. AI techniques such as machine learning, analytics and mining techniques, as well as computer and machine vision can be deployed for risk management (Bhasin, 2016; Leo et al., 2019).

The banks and other financial institutions increasingly implement digital solutions such AI, there is a need to deploy countermeasures to mitigate online fraud perpetration. Thus, the insights drawn from this study can assist the banks and other financial institutions in embracing best practices in the deployment of AI while ensuring the implementation of effective security measures to mitigate the resulting online fraud. 

4.1 Applications of AI in Financial Institutions
4.1.1	Fraud Mitigation
There has been significant and positive transformation in the activities of the financial sector due to digitalisation which has opened up new digital channels for banking thereby improving the bank-client relationship (Agarwal et al., 2024). Abdulsalam and Tajudeen (2024) employed the interpretivist philosophy to investigate the AI approaches used in the banking industry with emphasis on service areas and adaptation to the growing technologies. The study affirms that AI has positive impacts on the operational efficiency and customer service while suggesting the adoption of AI for banking and financial service operations in the developing economies.  Garg (2024) carried out a literature review on the roles of AI in fraud mitigation. The authors found that AI-driven solutions such as chatbot and robo advisor are effective in enhancing customer satisfaction and financial planning respectively. On the part of the organisation, AI solutions are also useful in predictive analytics, cybersecurity and fraud risk mitigation amongst others. The authors suggested the development and application of AI solutions in the areas of customer acquisition and retention. Alt et al. (2015) employed the survey approach to probe the underlying factors impelling client’s decision to use the Chatbot. The outcome of the study indicates that factors such as perceived compatibility and usefulness play critical roles in influencing customer decision to adopt and use the Chatbot technology. Awareness influences factors such as perceived ease of use, and privacy while perceived use influences perceived usefulness. On the other hand, compatibility influences both the perceived ease of use and usefulness. 
Systems enabled by AI for fraud mitigation can analyse transactional patterns, identify suspicious or fraudulent transactions and flag them. In this particular application, AI models outperform the rule-based systems by adapting to evolving threats.
Literature studies on the use of AI for fraud mitigation highlights its benefits such as improved accuracy, real-time detection, and adaptability to evolving fraud patterns. The studies also identify its limitation such as algorithmic bias, ethical and regulatory issues, while suggesting the need for explainable AI (XAI) models to ensure accountability, explainability and transparency and accountability. AI models can analyse vast datasets to detect anomalies, reduce false positives, and enhance scalability in the financial sector. However, there is a need to ensure robust data quality, cybersecurity, and implement interpretable AI models to promote trust and wider adoption. 
Gyau et al. (2024) found a positive relationship between the use of emerging technologies such as AI and return on asset as well as financial performance in the financial sector. Farishy et al. (2023) employed AI models such as logistic regression and artificial neural network (ANN) for identifying credit card eligibility and banking performance. The outcome of the study indicates that the logistic regression outperforms other AI models with curacy rate of 80.43% while the ANN model outperforms other models with a precision of 75.7% and recall of 75.7%. 
Taher et al. (2019) employed the machine learning technique for detecting fraud incidences in blockchain transactions. The authors stated that the ML approach is an advancement over traditional approaches password authentication due to the fact that the ML can capture behavioral biometrics, which can offer offers an additional security measure that can enable the identification of fraudsters. Akinbowale et al. (2023c) found that the integration of big data and AI can be used to flag suspicious transaction and internal fraud schemes while Kasaraneni (2024) reported on the application of ML models for fraud detection in health insurance claims. Khurana (2024) reported on real time fraud detection in ecommerce payment systems using AI models, Komandla (2024) indicated that AI model can be used to prevent fraud in Fintech especially in enhancing security during opening of online account while Li et al. (2023) highlighted textual analysis enabled by AI model as a means of detecting financial fraud drawing evidence from some Chinese manufacturing companies.
AI models has the capacity to analyse vast transactional data in real time to identify and classify anomaly patterns that may represent fraudulent activities. Unlike the traditional rule-based systems, AI or ML models can learn dynamically from new data and adapt to changing situations, thereby improving their predictive capability over time as new data arrives (Bose & Mahapatra, 2020).
Conclusively, the dynamics of fraud perpetrators is gradually exceeding the capacity of traditional based systems hence, the need for an AI-driven solution that can adapt to changes in real time (Kamuangu, 2024). AI models demonstrate sufficient capability for anomaly detection and fraud mitigation (Hilal et al., 20222; Hassan et al., 2023) thereby enhancing banking efficiency. However, the framework for the adoption of the AI models for fraud mitigation is still a missing link.

4.1.2 Process Automation

AI and ML-driven automation of processes in the financial sector helps to streamline repetitive and time-consuming activities. For instance, AI models find applications in data entry, document verification, loan application processing (Polireddi et al., 2024), and compliance reporting. Traditionally, these activities require extensive time and human resources, but can now be done seamlessly via intelligent automation systems enabled by AI models. The robotic process automation (RPA) integrated with AI models can assist business organisations and financial institutions in automatic extraction, classification, and validation of documents, thus, minimizing human errors, time, computational and operational costs (Gupta & Rani, 2021; Willcocks et al., 2017). Process automation through AI enhances accuracy, faster decision-making, reducing in costs and financial losses. This improves banking performance and strengthens customers ties (Bose & Mahapatra, 2001).  Sharma and Vaid (2022) explain that AI can be used other enabling techniques such as Systems, Applications, and Products in Data Processing (SAP) and Enterprise Service Management (ESM) to drive operations for improved strategic decision-making, productivity, and operational efficiency. The integration of these technologies can streamline core business processes, enhance resource optimization, and effective service delivery, ensure regulatory compliance and smoother workflows with more personalized customer interaction.

4.1.3 Credit Scoring and Loan Approval
AI enables financial inclusion by assessing the potentials of borrowers to access loans without traditional credit histories (Brynjolfsson & McAfee, 2017). To minimise default rate, banks and financial institutions need to investigate the credit score performance of borrowers to make informed decisions before offering loan services. AI models have demonstrated capability in credit scoring and loan approval process using data gathered from historical records, social media, spending patterns to assess creditworthiness of borrowers. This offers a more inclusive approach to lending opportunities and reduction in the default rates (Butaru et al., 2016; Li et al., 2021).
AI models can also incorporate alternative data (for instance dataset obtained from social media, spending patterns) to assess the creditworthiness of clients, to provide a more inclusive lending opportunities while reducing default rates.
The literature supported the fact some AI models have been deployed for credit scoring in loan approval process.  Akinjole et al. (2024) employed the Ensemble technique and ML models such as Random Forest, decision tree, support vector machine (SVM), XGBoost and ADABoost, models for the prediction and analysis of loan defaults wile Amzile and Habachi (2022) predicted credit default using data acquired from a Portuguese bank using the SVM and logistic regression model. Emekter et al. (2015) used the regression model to evaluate credit risk and loan performance to predict the customer loan default scenarios while Butaru et al. (2016) employed the decision trees, random forests and logistic regression to predict credit card fraud using consumer trade lines, credit bureaus, and macroeconomic data. Fitzpatrick and Mues (2016) used the found boosted regression trees to predict mortgage defaults while Xia et al. (2017a) used the XGBoost model to predict credit risk assessment. 
Some other AI model used for credit risk assessment include CSXGBoost model, logit model, integrated label propagation and SVM, gradient-boosting decision tree, XGBoost, and LightGBM models amongst others (Xia et al., 2017b; Deng, 2019; Kim & Cho, 2019; Zhou & Wang, 2019).
4.1.4 Digital Trading, Stock and Market Trend Prediction
Stock market prediction is necessary for traders, investors and financial organisations to maximise gains and reduce loss. Although different methods that are statistical or mathematical based have been deployed to predict the future value of stock prices but AI-based models have been found to outperform these existing traditional methods because they are data-driven and can handle complexities as well as non-linear data patterns (Saberironaghi et al., 2025).  Lin and Marques (2024) as well as Saberironaghi et al. (2025) indicated that AI models such as long short-term memory (LSTM), SVM, Naïve Bayes, and regression algorithms and artificial neural network are commonly used techniques for stock market prediction. 
AI models can enable strategic trading and portfolio optimization. For instance, robo-advisors; an AI powered system can that tailor investment advice to individual client’s risk profiles to enable them make decisive and effective decision on trading and investment.
Table 3 summarises the types of trading or stock market predictive analytics risk in the financial institutions and the suggested AI model that can be employed.


Table 3: Types of trading or stock market predictive analytics suggested AI models 

	Trading or stock market predictive analytics
	Suggested AI model 
	Reference

	Stock price prediction
	SVM, Logistic regression, recurrent neural networks, decision trees, LSTM, Naïve Bayes, and regression algorithms, ANN, deep long short-term memory neural network, Logistic regression,
	Li et al., (2018); Ayyappa & Kumar (2022); Pang et al., (2024); Lin & Marques (2024); Saberironaghi et al. (2025)

	Stock market dynamics
	Linear regression, Logistic Regression SVM, Decision-Boosted Trees, random forest, ensemble technique, linear regression model; Naïve Bayes
	Nayak et al. (2016); Ihlayyel et al. (2018); Mokhtari et al. (2021); Alotaibi (2021); Mukherjee et al. (2023)

	Stock closing price
	Integrated ANN-random forest
	Vijh et al. (2020)

	Daily trend of stock price
	ANN
	Zhong and Enke (2017)

	Stock price movements using financial disclosures
	Deep neural network
	Kraus & Feuerriegel (2017)

	Mid-price movements of future stocks,
	Convolutional neural network
	Tsantekidis et al. (2017)

	Google Stock price
	Deep neural network
	Singh & Srivastava (2017)

	Forex Time Series Data
	Deep Learning
	Ni et al. (2019)

	Price movements of stocks of changing volatilities
	Support vector machine, Recurrent neural network
	Li & Tam (2017)

	Stock classification
	Random forest, decision tree
	Xianya et al. (2019)





4.1.5	Risk Management
AI helps banks and other financial institutions to comply manage operational risk via the “Know Your Customer (KYC) initiatives which prevents identity theft and mitigates impersonation. It also fosters compliance to regulations such as the Anti-Money Laundering regulations by automating identity verification and monitoring suspicious transactions. Li et al. (2019) and Guillen et al. (2021) stated that AI models are suitable for mitigating banking risks. For instance, the quartile regression embedded with the ML algorithm can be used for predicting business risks in banks and credit risks to determine borrower’s credit worthiness. Gatzert and Schubert (2022) found that the text mining; a form of the Natural Language Processing Technique is suitable for investigating cyber risks in the banking and insurance industry. Beside credit and insurance risks, Leo et al. (2019) as well as Heß, and Damásio (2025) indicated that AI models can be deployed to mitigate other forms of risks such as liquidity, operational and market risks while Pattnaik et al. (2024) identified other important areas of AI applications to risk management which include assessment of operational, risk aggregation, as well as Solvency II compliance.
Guerra and Castelli (2021) reported on the use of ML algorithm to banking risk assessment and mitigation focusing on banking supervision while Petropoulos (2018) applied deep learning and gradient boosting model for credit risk analysis.
 Climent et al. (2019) successfully employed the XGBoost to predict bank’s financial performance and liquidity using indices such as total assets, losses accrued from loan, net interest revenue, Equity or net loans as well as Interbank ratio. Tavana et al. (2018) employed the ANN and Bayesian Network for predicting banking liquidity risk while Wang et al. (2021) also employed random forest model to predict banking crisis and simulate expert decision. 

Table 4 presents the types of risk in the financial institutions and the suggested AI model that can be employed for its mitigation.

Table 4: Risk types and suggested AI models for mitigation
	Type of risk
	Suggested AI model for mitigation
	Reference

	Credit risk
	Logistic regression, Naïve Bayes, ensemble technique, neural network, bagging, Gradient boosting, deep belief network, support vector machine, decision trees, support vector regression, k-nearest neighbor, random forest
	Wang et al. (2015); Yu et al., (2016), Barboza et al. (2017), Hamori et al., (2018), Petropoulos (2018), Raei et al. (2016), Yao et al. (2017), Ala’Raj and Abbod (2016) Bacham and Zhao (2017), Zhang (2017), Wójcicka (2017), Guegan et al. (2018)

	Liquidity risk
	XGBoost, Artificial Neural Network and Bayesian Network, random forest, 
	Wang et al. (2021), Tavana et al. (2018), Climent et al. (2019), Petropoulos (2018), Wang et al. (2021)

	Operational risk (fraud risk, cybersecurity risk)
	Logistic regression, Neural network, Self Organising Map (SOM), logistic regression, ANN, non-linear clustering analysis
	Sharma and Choudhury (2016) Khrestina et al. (2017), Akinbowale et al. (2023c); Farishy et al. (2023)

	Market risk (equity risk, interest rate risk)
	Graph-Regularized Extreme Learning Machine, extreme learning machine, cluster analysis
	Zhang et al. (2017); Leo and Maddulety (2019)




4.1.6	Customer Support and Chatbots
AI plays important roles in customer support providing personalised experiences and Chatbots. For instance, the Natural Language Processing (NLP) enables AI-driven Chatbot and virtual assistants to manage customer queries and offer financial advice. This enhances customer satisfaction by ensuring that queries are responded to swiftly while minimizing human workload. AI powered Chabot are primary driven by the NLP. Harbola (2021) designed and implemented AI- Chatbot to provide an efficient and personalised responses to customers' queries. The author indicated that by leveraging on AI, chatbots can assist organisations to improve their customer experiences and reduce the workload of customer service agents.  Lin et al. (2024) employed the mixed-methods approach and a conceptual model to demonstrate the effect of Chatbot on perceived work performance from the perspective of information technology artifact. The outcome of the study indicated that Chabot can support decision-making, improve business agility and customer services. The authors also indicated that Chatbot can provide employees with information and emotional support while improving their perceived work performance. Graham et al. (2025) studied the impact of Chabot on customer service and experience in the banking industry using a qualitative approach. The outcome of the study indicated that Chatbot is a useful AI-powered tool for customer service automation. It boasts of significant potentials such convenience, speed, and availability, thus enhancing customer satisfaction. However, it has some such as reliability and accuracy while responding to queries and limited capacity to resolve complex queries, hence, the need for human assistance. 

4.2. Challenges of AI Adoption in Financial Sector 
Some limitations impeding the adoption of AI in the financial sector include:
1. Bias and fairness: Crawford (2021) stated that AI can introduce societal biases, leading to discriminatory credit decisions if an unbalanced dataset is employed for training. For instance, the AI algorithm can show bias to minority groups who may face discrimination or unfair decisions such as credit application rejections. 
2. Regulatory issues: There is a need to regulate AI applications to ensure it is responsibly deployed to address society needs. However, Inconsistent AI policies or regulatory framework across various across sector that affect compliance. Lack of standardized AI governance frameworks may undermine the deployment of AI in banking and finance.
3. Explainability, trust and transparency: Sometimes AI models are perceived as Black-box models because experts are needed for explainability, thereby undermining customer trust.
4. Cybersecurity threats: Since AI is a digital technology, AI systems can be intruded, hacked or manipulated. Advanced systems such as AI-enabled systems are vulnerable to adversarial attacks, which can compromise their integrity and effectiveness. 
5. Ethical issues: AI systems enhances automation of tasks hence, there may be a trade-off between efficiency and socio-economic issues such as human employment. Although, automation may cause job displacement but financial organisations may leverage on up-skilling for their personnel.
6. Data privacy and security risks – AI models are data driven and handling sensitive financial data poses significant risks that requires some robust security and ethical measures.

There is a consensus in the literature that AI can mitigate fraud, enable predictive analytics, improve customer experience (via tailored products improve engagement and retention), enhance organisation’s performance operational efficiency, automation of repetitive tasks and reduce reduces costs. For instance, risk mitigation via real time fraud prevention, or anomaly detection saves billions in losses annually.
4.3 Gaps in Current AI Research
The application of AI in banking and finance boasts of improved performance, efficiency and cost reduction via automation of routine tasks which reduces human error and operational costs. It also promotes security via real-time fraud detection which strengthens financial security and provides personalized services by tailoring financial products to customer needs. It also enables data-driven decisions via predictive analytics thereby contributing positively to improve risk assessment and investment planning. Despite the potentials of AI, its adoption in banking and finance faces several challenges. There are still limited studies on explainable AI (XAI) in banking and finance. XAI are emerging applications of AI that enhances its interpretability or explainability. There is also insufficient studies on adoption and integration of in developing economies, especially in Africa. Furthermore, there is a lack of harmonized regional or global regulatory AI frameworks in banking and finance.

4.4 Future Directions
The future of AI in banking and finance lies in the integration of XAI, quantum computing for complex modeling, and blockchain-enabled AI to enhance the security of financial transactions. Collaborative efforts among the stakeholders such as regulators, financial institutions, and technology providers is however necessary for the sustained adoption of AI.
5. Results and Discussion
Figure 2 depicts the major AI techniques and systems used in banks and financial institutions drawing from the insights derived from the literature review. Each technique is connected to the central theme of AI in the financial sector.  The attached scores (1–10) represent the relative adoption and importance of each technique in the sector, where 10 indicates very high adoption and 1 indicates low adoption.
[image: ]
Figure 2: Cluster of AI techniques and systems in the financial institutions with scores
[bookmark: _Hlk221944936]The AI techniques reported in Figure 2 were scored based on the frequency count of empirical studies that demonstrated the application of the technologies in the articles reviewed. Out of the 120 articles reviewed, 76 were empirical while others were conceptual and non-empirical.  
The adoption rate which reflects the proportion of empirical studies within the reviewed literature that reported each AI technique. It was determined from equation 1 as the proportion of empirical studies deploying each AI technique (n) relative to the total number of empirical studies included in the review (N=76)
					(1)

The numerical scores in Figure 2 represent the number of empirical studies within the reviewed sample that demonstrate the application of each AI technique empirically. Studies employing multiple techniques were counted in each relevant category. For instance, the fraud detection systems were reported in 10 out of 72 empirical studies, resulting in an adoption rate of 13.9% (Table 5). This approach is to ensure a transparent, data-driven visualization the rate of AI adoption and implementation across the financial sector.

Table 5: RAI technique and adoption rate
	AI Technique
	Empirical Studies (n)
	Adoption Rate (%)

	Fraud Detection Systems
	10
	13.16

	Machine Learning
	9
	11.84

	Predictive Analytics
	9
	11.84

	Deep Learning
	8
	10.53

	Chatbots and Visual Assistance
	8
	10.53

	Natural Language Processing
	8
	10.53

	Robotic Process Automation
	7
	9.21

	Expert Systems
	6
	7.89

	Computer Vision
	6
	7.89

	Reinforcement Learning
	5
	6.58

	
	N=76
	100


	
In terms of AI techniques, the literature reported significant use of Machine Learning (ML) thus, it was assigned a score of 9, because if its highly adoption and implementation for banking operations, especially in fraud detection and predictive analytics. This was followed by the Deep Learning (DL) assigned a score of 8 because of its increasing application in the financial sector especially for decision support, supporting automation and customer services. Next, is the Natural Language Processing (NLP) also assigned a score of 8) because of its wide application in customer services. Reinforcement learning is still emerging and only few literatures reported on its application in the financial sector, hence was ranked least with a score of 5.
In terms of AI-enabled systems, fraud detection and mitigation system had the highest score (10) because of its high-level adoption and implementation for operations, especially in fraud detection and predictive analytics. This was followed by predictive analytics system having a score of 9 because of its application in predictive analytics such as fraud, stock prices, forces of demand and supply etc. Next is the Chatbots and virtual assistant systems assigned a score of 8 because of its usage in customer service support. Expert Systems was ranked least with a score of 6 because it is an emerging system with moderately application in the financial sector having potential for future growth.
The scores (1–10) presented in this study were determined through a conceptual assessment of the adoption and importance of the various AI techniques and systems in the finance sector. The scores represent a synthesis of both the practical importance and the current adoption rate of each AI technique in the financial sector informed by the findings from literature review carried out.

Figure 3 shows the cluster analysis of major AI applications in the financial institutions with scores. The cluster chart depicts the application of AI in key areas of the financial industry while the allocated scores reflect the relative importance, maturity, and adoption of AI in each area.
The scores (20–100) allocation informed by the literature synthesis represent the level of AI maturity, adoption, and importance in each financial industry area with 100 indicating extremely high maturity and adoption while 80–90 depicts a strong adoption and importance (AI is well integrated and delivering value). 60–79 shows a moderate high adoption while 40–59 represents a low or limited adoption while 20–39 shows early adoption or minimal industry-wide use.
Figure 3 shows that all the areas are well above moderate adoption, which shows that AI is well integrated, widely utilized and highly impactful in the highlighted areas. The figure further shows that AI delivers the highest value in the areas of fraud mitigation and credit scoring being the strongest AI use cases in finance, while customer support is important but relatively less mature compared to others.



[image: ]
Figure 3: Cluster analysis of major AI applications in the financial institutions with scores


5. Conceptual Framework for AI Adoption and Integration in Financial Institutions 
Using the lessons and insights drawn from the literature, a conceptual framework (Figure 4) was developed to assist financial institutions effectively deploy and integrate AI into their system.
Figure 4 shows the conceptual model for the adoption and integration of AI in financial institutions. The flow starts from external drivers through organisational enablers, adoption processes, integration domains, outcomes, and feedback loops. The external drivers are factors that can propel financial organisations to adopt and implement AI. These include: such as threats, regulations, market competition, customer requests, and technological advancements (Almatrafi et al., 2024Akinbowale et al., 2020 & 2022) while organisational enablers are internal factors   that determine if the financial institution has the capacity, vision, resources, expertise, culture, and governance structure to successfully adopt and implement AI. These include including leadership, resources, and organizational culture and may be influenced by the perceived usefulness or ease of use the technology according to the TAM theory of technology adoption (Yousafzai, 2012; Moldovan & Săplăcan, 2018). This factor determines readiness of the institution for AI adoption. Next is the adoption process which follows stages of awareness (Alt et al., 2015), evaluation, decision-making, and implementation while the integration occurs across major domains such as fraud mitigation, credit scoring, market prediction, process automation, customer support, as well as model and compliance monitoring (Komandla, 2024; Polireddi et al., 2024; Akinjole et al., 2024; Saberironaghi et al., 2025; Leo et al., 2019; Heß & Damásio, 2025; Harbola, 2021). This led to outcomes including operational efficiency, risk reduction, enhanced customer experience, innovation, and improved compliance which can be tracked using performance metrics such as customer satisfaction, revenue growth, cyber security, efficiency, innovation, compliance, risk mitigation, predictive accuracy, fairness and explainability. Finally, at the continuous improvement phase, feedback mechanisms are put in place to monitor the success of integration while ensuring ethical, responsible, and adaptive use of AI.
Some of the policy recommendations for effective deployment of AI in the financial sector include: (1) establishment of governance structure to ensure accountability by clearly specifying AI roles and strategy and ensuring its alignment to organisation’s goals (2) alignment of AI regulations with international and standard regulations such as the Basel III regulation (3) Establishment of control structure to ensure fairness, transparency, and security (4) capacity building via cross disciplinary and continuous training for employees, customers, regulators, service providers, and top management to ensure sustained adoption and implementation of AI (5) monitoring and continuous improvement via periodic evaluation to ensure that the AI-enabled systems are adaptive and resilient.




Performance Metrics
Customer satisfaction, revenue growth, cyber security, efficiency, innovation, compliance, risk mitigation, Predictive accuracy, fairness and explainability





Figure 4: Conceptual framework for AI adoption and integration in financial institutions
6. Conclusion, Practical Implications and Recommendations
6.1 Conclusions
AI continues to transform the finance sector by promoting performance and security, inclusivity and personalised customer experience amongst others. The studies reviewed indicate the significance of AI in fraud mitigation, risk management, process automation to ensure compliance, and customer experience. However, potentials challenges include issues of bias, transparency, and regulation which affect the AI systems. This study is timely given the exponential growth of digital banking, coupled with the quest for financial inclusion. This makes the adoption of AI for banking and financial services imperative. This study further explores some various aspects where AI have been implemented in the financial sector, which advances existing works that focused on isolated areas such as fraud detection or customer service. The study is also holistic by considering the various applications, challenges, governance, ethical and regulatory requirements while using a conceptual framework demonstrate the application of AI in banking and financial services.

6.2 Practical Implications
 By synthesizing existing studies, this study further provides insights that can assist banks and other financial organisations especially in developing economies, leverage on the potentials of AI in order to deploy it effectively and responsibly. By developing a conceptual framework, this paper serves as a practical guide for financial institutions considering AI adoption.
The outcome of the literature review indicates that AI is crucial to the finance sector by enhancing their performance and operational efficiency, thereby leading to improved customer experiences. However, to fully harness the potentials of AI, financial institutions must consider the ethical, regulatory, and technical challenges and address them. The successful and responsible deployment of AI will not only reshape the bank and financial operations but also ensure more secure, inclusive, and sound financial institutions.  Some key findings include: enhance performance, accuracy and efficiency, real-time fraud detection, robustness due to adaptability to evolving threats and scalability. However, its challenges include algorithmic bias, ethical issues and data privacy concerns, explainability of AI models and vulnerabilities of AI system.
[bookmark: _Hlk221957263]For practitioners such as banks, fintech, and regulators, AI technologies such as AI-enabled fraud detection systems, machine and deep learning, predictive analytics, chatbots and virtual assistance as well as natural language processing are mature and widely adopted. Thus, investment or deployment of these technologies may yield immediate results or 	value.
For instance, financial institutions seeking to improve fraud detection may consider the deployment of machine and deep learning fraud detection systems while those seeking for improved customer relationship may opt for Chatbots and visual assistance and natural language processing due to their highest adoption rate in these areas. Researchers can consider emerging areas of AI such as robotic process automation, expert systems, computer vision, reinforcement learning as possible areas for further research and empirical testing to promote their adoption and implementation in the financial sector. Despite the potentials of these emerging areas of AI, the literature reviewed showed limited empirical adoption, signifying potentials for future research on real-world deployment and validation especially for trading optimization and risk mitigation.  For policy, and regulatory Stakeholders, the evolved areas of AI need standardization, guidelines, or oversight to ensure responsible deployment.	
 For instance, the widespread deployment of predictive analytics and chatbots highlights necessitate regulatory guidance to ensure ethical compliance, data privacy, algorithmic transparency, and consumer protection in financial services.

6.3 Recommendations
To ensure a seamless and effective deployment of AI models in banking and finance, the following recommended: data integrity by ensuring the use of high-quality, unbiased datasets to train AI models effectively and the implementation of XAI. The banks and other financial institutions should invest in the development and implementation of XAI models to provide trust, interpretability and transparency. This will build trust and confidence in AI-driven systems. 
Furthermore, there is a need to strengthen cybersecurity measures to protect AI systems from intrusion or adversarial attacks. In addition, the financial institutions should foster research and collaboration between academia and industry to address the identified challenges hindering the deployment of AI and mitigate them. This will drive innovation in AI deployment in the financial sector.
6.4	Limitations and Direction for Future Studies
This study is limited to literature review, future studies can consider the demonstration of AI-driven solutions tailored to a specific challenge in the banks and other financial institutions.
Future studies can also focus on some emerging areas of AI such as explainable AI, and the development of a harmonised framework that seeks equitable adoption of AI across the banking and finance sector. 
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